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Introduction

Cryptography is the study of message secrecy. This is a subject with im-
mediate practical application: computer passwords and electronic commerce
are two examples. Quantum Cryptography is just an application of principles
of quantum physics to Cryptography. This field of study brings a very rel-
evant improvement: security of classic cryptography relies on the unproven
computational complexity of certain mathematical operation (e.g. finding
prime factors of a given number), whereas the security of quantum cryptog-
raphy relies on the laws af physics alone. C. H. Bennett and G. Brassard in
their famous paper [10] invented a quantum cryptographic protocol which
enables two parties to produce a shared random bit string known only to
them, which can be used as a key to encrypt and decrypt messages.

In this work we will analyse two fundamental quantum cryptographic proto-
cols: quantum bit commitment and quantum coin flipping ( or quantum coin
tossing). The bit commitment is a protocol to allow a user (Alice) to submit
a bit of information to a second party (Bob) while keeping it hidden, and
while preserving the Alice’s ability to reveal the committed value later; on
the other hand the sender must not be able to change the value of the bit
after having submitted it.

A coin flipping scheme is a cryptographic protocol for two or more mistrust-
ful parties to agree on a random bit; it was originally introduced by Blum
[29], while taking into exam the following problem: “Alice and Bob want to
flip a coin by telephone. (They have just divorced, live in different cities,
want to decide who gets the car.) Bob would not like to tell Alice heads and
hear Alice (at the other end of the line) say: Here it goes... I'm flipping the
coin... You lost!” (quoted from [29]). There is a connection between quan-
tum bit commitment and quantum coin flipping: as Blum pointed out in [29],
quantum bit commitment is a prmitive for coin flipping. Let consider the
follow situation: Alice commits (by a secure bit commitment protocol) the
bit b to Bob; then Bob tries to guess the value of b and publicly announces
his prevision; if he guessed well, he wins the toss, otherwise Alice wins. In
of this work we review in a rigourous mathematical framework the problem
of quantum bit commitment and quantum coin tossing, showing that both



of them cannot be unconditionally secure. Then we propose and analyse a
new way to achieve quantum coin tossing in form of a game, with fair coin
tossing obtained as the unique Nagh equilibrium of the game.

Here is a brief outlook of the contents of this work.

The first chapter introduces the necessary mathematical tools which will
be used when we will formally analyse quantum bit commitment. In par-
ticular we introduce the algebric formalism of C*-algebras which allows us
to deal with quantum and classical system at the same time in a convenient
way. The two final sections of this chapter introduce the concept of channel,
crucial in information theory, together with some results about representa-
tion of channels as maps between C*-algebras.

The second chapter is an overview on quantum bit commitment. We will
introduce the subject with the famous protocol which C. H. Bennet and G.
Brassard [10] presented in 1984, along with the concept of a concealing and
binding protocol. Then we will give a first glance to the impossibility proof
of QBC (as it was first given by Lo and Chau [12] [13], and independently
by Mayers [14] [15]) and analysedthe criticism to this proof which was first
proposed by H. Yuen [19].

The third and fourth chapter present the complete impossibility proof
for quantum bit commitment, which was derived by G. M. D’Ariano, D.
Kretschmann, D. Schlingemann and R. F. Werner in [26]. Here a rigorous
study of the problem is given and all the gaps of the preceeding proofs are
closed.

The fifth chapter contains a survey on game theory. We will introduce
game in extensive and strategic form and the concept of Nash equilibrium.
Then we will refine the idea of Nash equilibrium analysing equilibria in strate-
gic form game: this will lead us to the definition of sequential equilibrium.
Then we will apply these concepts to a specific class of games: the games
with perfect information. These notions will be useful when dealing with the
coin tossing game presented in the last chapter.

In the sixth chapter we deal with coin flipping. We illustrate the pre-
cise framework of the problem and then we report the Kitaev’s impossibility
proof for coin flipping as it can be found in [34]. Because this proof need
some preliminaries about semidefinite programming, the impossibility theo-
rem is preceded by a short section about this subject.

In the seventh chapter the exposition of a coin flipping game takes place.



We will consider two players Alice and Bob, both interesting in winning a
game representing an example of a coin tossing scheme. We analyse the
strategic options of Alice and Bob, and among these options we consider the
possibility of involving a reliable third party. Looking for the Nash equilib-
ria of the game, we find that there is a unique equilibrium which, in some
asymptotic limit corresponds a fair coin tossing without involving any third
party. Finally we claim that the same game-theoretical achievement of coin
tossing is not possible in classical mechanics, and we sketch a proof in a
simplified setting.



Chapter 1

Mathematical formalism

Quantum mechanics is a statistical theory. That means that the theory
predictions can be verified only if experiments can be repeted many times in
order to obtain the frequencies of the results.

Let us analyse the characteristic features of an experimental situation:
we have

e preparation procedures, in which a certain physical system is set in a
fixed state;

e registration procedures where the outcome of a measurement process
involving a particular observable is detected.

Saying that an experiment is repeatable means that preparation and regis-
tration procedures are repeatable. The aim of a statistical model is assigning
to a state a probability distribution over a set of events . Let us now try to
give a mathematical formulation to these ideas: we have

e the convex set S describing the possible state (i.e. the preparation of
a system).

e the space of the outcome U with its o-algebra A(U) whose elements
are the possible events

e an affine map p which associates a probability distribution over U to
each p € S, that is

pp 2 AU) — [0, 1].

1p(B) is the probability of the event B taking place with the system
prepared in the state S

Now we want to give a rigorous characterization to the space S and to
the maps . We are interested in giving the more general mathematical
description in such a way to include quantum system as well as classical
system.



1.1 Generalities about C*-algebras

In this section we introduce C*-algebras, a crucial building block for the
statistical model we are going to define. The part of chapter regarding
mathematical results about C*-algebras can be found in [2| where we remind
fore a more detailed analysis. Another valuable introduction to this subject
can be found in [5] together with relevant phisical application.

Let start giving some preliminary definition.

Definition 1.1.1 (*-algebra) Let A be an algebra. We say that a map
Ae A— A" € A is an adjoint operation or involution if the following
identities are fulfilled

° A** — A
e (AB)* = B*A*
o (0A+ BB)* = aA* + 3B*

VA,B € A (@ is the complex conjugation). An algebra with involution is
called *-algebra. If we introduce a norm (|| - ||) on A we obtain a normed
*_algebra. If normed *-algebra A is also complete and the properties ||A|| =
|A*|| holds, it is a Banach *-algebra.

Now we can give the following

Definition 1.1.2 (C*-algebra) A C*-algebra is a Banach *-algebra A with
the property

|A*A| = A7 (1.1)
VAe A

Remark 1.1.1 From the definition we automatically have that
[A] = 1 A™]] (1.2)
indeed, reminding the inequality ||AB| < || A||||B||
1AI? = [|A*A|l < [l Af]A"]

and so
Al < A%

Interchanging the roles of ||Al| and ||A*|| we get the thesis.
Definition 1.1.3 (Identity) An identity I of a C* —algebra is an element

such that
Al=T1A=A VAe A



Remark 1.1.2 We can verify that also I* is an identity. Furthermore if 1
and I' both are identity, we have

I=1I'=T

(for example the identity I = I* holds), This means that when it exists the
identity element is unique

Remark 1.1.3 Let now consider the norm of the element 1. We have
T} = [T = |jm®
that is ||I|| = 0 or 1. Because of the case ||1|| = 0 would lead to
IAll = |AT[| < |AT} =0  — [[A=0 VA€ A
and to a null algebra (all elements equal to 0), we assume that ||I]| =1

Remark 1.1.4 Not every C*-algebra is equipped with an identity. However
it is always possible to extend a C*-algebra without identity into an other one
with identity. Because of this, from now on, we assume that every C*-algebra
has an identity element.

Now we focus our attention on the main classes of elements of a C*-algebra.
We will introduce the concepts of normal, sel fadjoint, isometric, unitary
and positive element. We give here the definition of spectrum.

Definition 1.1.4 (spectrum) Let A be a C*-algebra. We define the resol-
vent set r4(A) of an element A as the set of X\ € C such that Nl — A is in-
vertible. The spectrum o.4(A) of A is defined as the complement of r A(A) in
C. We define the spectral radius p(A) of A as p(A) = sup{|A\|, A € o4(A)}.

Definition 1.1.5 An element A of a C*-algebra A is normal if AA* = A*A.
An element A of a C*-algebra A is selfadjoint if A* = A.

An element A of a C*-algebra A is isometric if A*A = 1.

An element A of a C*-algebra A is unitary if A*A = AA* =1

Let now examine some properties of the spectra of these classes of operators
Theorem 1.1.1 Let A be a C*-algebra and A € A
e if A is normal or selfadjoint we have p(A) = ||A||

o if A ¢ isometric o unitary we have p(A) =1

o if A ¢ unitary o 4(A) C{ A e C, |\ =1}



o if A is selfadjoint
oa(A) C[=IAILIAN e oa(A?) C[0,]Al%

Remark 1.1.5 From the identity

A+ A A+ Ax
+1

A:A/ .A”i
! 2 2i

(1.3)

it follows that each element of A can be written as a combination of two
selfadjoint elements

Let now introduce a new class of elements: the positive elements

Definition 1.1.6 A selfadjoint element A of a C*-algebra A is positive
when its spectrum o(A) is a subset of Ry. The set of all positive elements
of A is denoted by A4

The following result characterize positive elements.

Theorem 1.1.2 An element A € A is positive iff A = B*B for some B € A.
Furthermore there exists a unique B positive such that A = (B)?. B belongs
to the abelian C*-subalgebra generated by A

Remark 1.1.6 It is possible to introduce a partial ordering relation between
selfadjoint elements.

A >0 means A € Ay (i.e. A s positive). The inequality A > B is
intedrpreted as A — B >0, that is A— B € Ay

Remark 1.1.7 As a consequence of theorem (1.1.2) we have that the or-
der relation we previously introduced s stable under conjugation with every
element of A, that is

Remark 1.1.8 Thanks to theorem (1.1.2) it is possible to define the square
root of a positive element A as the only positive element VA such that A =
(V/A)2. For every selfadjoint element we can define its modulus: |A| = v/ A2

Remark 1.1.9 It is possible to demonstrate that each selfadjoint element A
can be written as follows

A=A, —A. A A €A, A A =0, A <4 (15)

Inserting Eq. (1.5) into Eq. (1.3) We see that each element of a a C*-algebra
can be written as a composition of positive element

A=A — A +i(A] - A"). (1.6)



Remark 1.1.10 We now see another type of decomposition. Consider a
selfadjoint element A and suppose it is invertible with inverse A~'. Then
A*A is invertible too and its inverse is positive. So we have that |A| is
invertible with inverse |A|™1 = \/(A*A)~1. Let define U = AJA|7': we
notice that U is invertible and U*U = UU* =1 so we can write

A=UJA (1.7)

This is a special case of the polar decomposition. The general case of polar
decomposition concerns closed, densely defined operators acting on Hilbert
space; These operators can be written as

A=V]A| (1.8)
where |A| = \/(A*A) as usual but V' is a partial isometry.
We finish this section with a definition which will be useful in the following

Definition 1.1.7 (resolution of the identity) Let A be a C*-algebra and
U be a measurable set together with its o-algebra E(U)

We define resolution of the identity a family {E(B) t.c. B € EU)} of
elements of A such that

e E(B)e Ay VB e E(U)
e EU)=1

e for each set {B;} of element of E(U) one disjoint from each other
E (U Bi> => E(B)).

1.2 Representations

In the preceeding section we gave the fundamental indroductory concepts
concerning C*-algebre. Now we want to give a handy characterization of
this algebric framework. We are expecially interested in a concrete example
of Cx-algebra, that is the space of operators on a Hilbert space.

The idea of representation leads us towards this direction. Let begin
giving the following

Definition 1.2.1 (*-morfism) Let A and B C*-algebras. A *-morfism is a
map 7 : A — B such that:

o 7(aA+ (B) = an(A) + pfn(B)
e 7(AB) =7n(A)n(B)

10



o m(A¥) = (m(A))"
VA, Be AeVa,8€C

Remark 1.2.1 Fach *-morfism between C*-algebras is positive; Indeed we
have
A>0— A=DB*"B for some B € A

and so

n(A) =m(B*B) = n(B*)n(B) = n(B)"*n(B) > 0

Remark 1.2.2 [t is possible to demonstrate that every *-morfism is contin-
uous (and expecially we have ||T(A)|| < ||A||), and that the range w(A) is a
C*-subalgebra of B

Remark 1.2.3 A *-morfism which is injective and surjective is called *-
isomorfism

Now we are able to define what is a representation

Definition 1.2.2 (representation) A representation of a a C*-algebra A
is a pair (9, 7) where §) is a complex Hilbert space, 7 is a *-morfism from A
into B(9), the space of bounded operators on $). The representation is said
to be faithful if 7 is a *-isomorfism on w(A), that is iff ker m = 0.

Each representation m : A — L£($) defines a faithful representation
between the quotient algebra A/ ker 7 and the range m(A). Reminding that
the kernel of a morfism between two algebras is an ideal, we have that a
representation of a simple algebra must be faithful. Let us now give an
intersting result on faithful representation.

Theorem 1.2.1 Given a representation (,7) of a C*-algebra A, the fol-
lowing conditions are equivalent

o the representation is faithful
e kerm =0

o [7(A) = Al VA€ A
e 7(A) >0 VA >0

Another relevant concept concerning representation is the one of re-
ducibility. Let us suppose there is a closed subspace $, of $ invariant under
the action of all representative m(A). Now we consider the projector with
range 9., Pg,; we can verify that Pg m(A) = 7(A)Py, for each A (and
viceversa). If we define m(A) = Py, m(A)Pg,, the pair (9,,71) is still a
representation of A; In this way we have built a subrepresentation of (9, ).

11



If 9, is a closed subspace invariant under 7, his orthogonal complement
9, = 9y will be invariant too. We can build, following the preceeding pro-
cedure, a new subrepresentation (£),,72). $) can be decomposed $ = H, D9,
and the operators m(A) as well: 7(A) = m1(A) ® m2(A). So it is possible to
decompose the representation ($),7) as direct sum ($,,71) @ ($,, T2)

Remark 1.2.4 A typical case of invariant subspace is:
Ho={;veN te. m(A)Y =0 VAe A}
A representation with the property $o = {0} is called non degenerate.

An important class of non degenerate representations is the one of the cyclic
representations. We say that an element ¢ of a Hilbert space § is cyclic for
a set A of bounded operators if span{Ay A € A} is dense in §. Let now
give the following

Definition 1.2.3 (cyclic representation) A cyclic representation is a triple
(9,7, 1) where ($,m) is a representation and ¢ is a cyclic vector for .

The crucial importance of cyclic representation relies on the following
result

Theorem 1.2.2 FEach representation (), m) can decomposed as direct sum
of cyclic representations

We now introduce the concept of irreducible representation

Definition 1.2.4 (irreducible representation) Let A a set of operators
acting on a Hilbert space$). A is called irreducible if the only subspaces of
9 invariant under the action of its elements are 0 and . A representation
(9, 7) of a C*-algebra A is said to be irreducible if the set of the representative
7(A) is irreducible.

Here’s a way for building new representations starting from a given one Let
U be a unitary operator on $). If we define m(A) = Un(A)U*, (H,7y) is
still a representation. Anyway we want to identify between representations
that differ only by an unitary operator action.

Definition 1.2.5 (equivalent representation) Two representation (£, 1)
e (9., m2) are equivalent if there exists a unitary operator U : $, — $), such
that m1(A) = Ume(A)U* for all A € A. In this case we have m ~ 9.

12



1.3 States

In this section we introduce functionals on C*-algebras which bring us to
definition of state. We will see how this concept, along with its physical
relevance, has a crucial application in representations of C*-algebras.

Definition 1.3.1 (functional on C*-algebra) A functional on a C*-algebra
A is a linear and continuous application f: A — C. We refer to the space
of functionals as A*, dual of A.

We can define a norm on the space of functionals:

| f]l = sup{|f(A)]; A€ A e [|A] =1}
Now we can introduce the most relevant class of functionals:

Definition 1.3.2 (state) Let w be a functional on C*-algebra A. If
w(A*A) >0 VAe A

We say that w is positive. If the property ||w|| = 1 (normalization) holds we
say that w is a state. We denote the set of states as E 4.

Let us now analyse some properties of states

e W(A*B) = w(B*A) VA,Be A

e |w(A*B)|? < w(A*A)w(B*B) VA, Be A

e States are a convex set; So if we define the convex combination
w =i+ (1= XNws VA € 0,1]

we still have a state.

A state is said to be pure if it cannot be written as a convex combina-
tion of other different states. Let denote P4 the set of pure states.

In the preceding section we dealt with representations of C*-algebras.
Now we wonder if something analogue exists for states or functionals. If a
C*-algebra A is represented on a space of bounded operators B($), clearly
all states on m(A) will be belong to the dual B*($)). In the finite-dimensional
case, this set can be identified with 7 () (the space of the trace-class oper-
ators on § equipped with the trace norm® || - ||; ) under the pairing

w(A) = Te(pum(4)) ¥ (1.9)

'We remind that A € B($) is a trace-class operator if his trace norm is finite. The
trace norm is defined as follow Tr|A|, where |A| has been defined in 1.1.8

13



that is, every functional w € B*($)) can be represented by a p, € 7 () such
that
If we are dealing with states, the normalization constraint translates into

Tr(pw) =1

The representative p,, is usually called density matriz, when w is a state.
The correspondance between 7 ($)) and B*($) does not hold in the general
(infinite dimensonal) case. 7 ($)) is the pre-dual of B($)), that is 7*($) =
B($). Not every functional (state) in B*($)) can be represented as a trace-
clags operator, the ones we can express in this way are referred to as normal
functionals (states).

In quantum mechanics one usuallyt represents states as normalized vector
of a Hilbert space. We can join with this point of view giving a representation
($,m) to a C*-algebra. Le consider a vector ¢ € $) with norm equal to 1 and
let define the functional?

wy(A) = (¢, m(A))

If 7 is not degenerate we can easily verify that wy is a state according to our
definition. States of this form are referred to as vector states; Moreover, it
is possible to demonstrate that each state on a C*-algebra is a vector state
in a suitable representation.

Now we are going to do a short digression concerning states and their rep-
resentations (we refer to [1] and [4] fore a more complete presentation). We
will introduce some concept useful for further applications. We begin with
defining what is a purification of a state (we restrict to the finite dimensional
case).

Theorem 1.3.1 Let § be a finite dimensional Hilbert space. Let w € T(9)
be a density matriz. Then we can find R =9 and Y € H R R such that:

Traloy] = w3 (1.10)

where oy, is the density matriz of the state vector derived from 1. v is called
a purification of p. Moreover if U € R is a unitary operator, (Ig @ U) is
still a purification of p.

Remark 1.3.1 It is possible to show that vector state are pure states. A
purification of a vector state py coincides with the vector .

Another useful tool is the

2we denote as (o, 3) the inner product of the Hilbert space $
3Trg denotes the partial trace over Trg.

14



Definition 1.3.3 (fidelity) Let o and (5 be normal states on a (finite di-
mensional) C*-algebra A and po, pg their representatives in T ($)) We define
the fidelity f(a, 3) as follow:

[l B) = Tr(y/\/Pappy/Pa) (1.11)
Thanks to a theorem due to Uhlmann, we have:

Theorem 1.3.2 Le p,0 € T($) a pair of states.*
Then

fp,0) = mww» (1.12)

where Y,, 7%, € H @ KR are purification of p and o. In particular we can fix
one of the purification and maximize over the other one: that is

f(p, o) = max{i,[ibo) (1.13)
where now 1, is a fived purification.

Remark 1.3.2 The fidelity f is a concave function. More precisely we have:

f (Zpipi,zqzvi) > Z\/zfqif(pi,ai) (1.14)

where p;,0; are density matrices and p;, q; are probability distributions over
the same index set.

The following proposition shows the strong connection between fidelity
and trace norm

Theorem 1.3.3 (Uhlmann) Let p,o € T($). The trace norm difference
lp — oll1 is equivalent to the fidelity f(p,o) in the following sense

1= f(p0) < gllo— ol < VI~ 7%(0,0) (1.15)

1.4 Structure theorems

We already introduced the concept of representation. We also noticed that
each representation can be decomposed as a directy sum of cyclic represen-
tations. The following theorem states that it is always possible to create a
cyclic representation

4from now on, for the finite dimensional case, we identify C*-algebras and states with
their representation.

15



Theorem 1.4.1 (Gelfand-Naimark-Segal) Let w be a state on a C*-
algebra A. Then there exists (unique up to unitary equivalence) a cyclic
representation (w, Tw, Yw) of A such that

w(A) = (WY, mu(A)y) VA€ A
Moreover (9, m,) is irreducible iff w is a pure state

Now we can build for each state w a cyclic representation ($)., 7., %) and
make the direct sum; So we obtain the representation

($H,m) where n = @ Ho T= @ Ty

wek 4 w€eE 4

It is possible to prove that this representation is faithful. This was a sketch
of the proof of the following result

Theorem 1.4.2 (structure theorem for C*-algebre) Any C*-algebra A
is isomorphic to an algebra of bounded operators on a (generally non sepa-
rable) Hilbert space.

This result is very relevant. Thanks to it every time we deal with a C*-
algebra we can instead turn to an algebra of operator on a Hilbert space
which is the “usual” context of quantum mechanics.

Let now see a structure theorem for commutative C*-algebra.

Theorem 1.4.3 (structure theorem for abelian C*-algebras) Let A an
abelian C*-algebra. then it is isomorphic to Co(X), the algebra of continuous
function over a locally compact Hausdorff space X.

1.5 Tensor product of C*-algebras

As we will see in the next section, we can give a mathematical description
of an experimental situation by making use of the C*-algebras formalism.
However we sometimes deal with composite system; if each subsystem cor-
responds a C*-algebra, the mathematical structure suitable for representing
composite system is the tensor product of these C*-algebras.

Let us now work out this idea precisely. Thanks to structure theorem we
can focus our attention on operator algebras without loss of generality.

Let A;, be C*-algebras on a Hilbert space $ . We define (9, A; as the
usual tensor product between these C*-algebras considered with only its
vector space structure. Let now give (), A; a *-algebric structure in such a

o (@) (®5) - (@)

16



(©+) - (®)

for all (), Ai) € (O, Ai. The next step is giving this *-algebra a norm with
property (1.1) and || (@), 4i) || = I [|Aill In the general case there exist
many norms with these properties. The most common among them is the
C*-norm which we are going to introduce. Let us start considering faithful
representations (£);, m;) of the algebras A;. The C*-norm is defined as follows

(®4)]=|(®=)]

On the right side we made use of the norm over £($)) which is defined in
such a way: [|A] = sup{|[4v]]; ¥ € S|l = 1}

it is possible to demonstrate that the norm we built does not depend of
the particular representations used. We say that the C*-algebra obtained by
this procedure is the C*-tensor product of the A; and it is denoted as

(©4)

1.6 The statistical model

Let now come back to the problem of giving a mathematical description to
a physical experiment. We identified the following crucial elements:

e The convex set S of possible states,
e The space of possible results U together with its o-algebra,
e an affine map u .

Once we have the outcomes space U, we associate to the experiment a C*-
algebra A (which is commonly referred to as observables algebra). As regards
the set S of physical states it coincides with E 4, the set of states over A we
introduced in Def. (1.3.2). then we have

S=E4.
Let now characterize the affine map p; We need the following result [6]:

Theorem 1.6.1 (Holevo) FEwvery affine map p which associates each state
p € S = E 4 with a probability distribution over a measurable setU, has a one
to one correspondence with an identity resolution {E(B) t.c. B€ EU)}.
The correspondence is given by the relation

p (B) = p(E (B)). (1.16)
The E(B) are called effects.
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Then each affine map can be represented by a resolution of the identity; the
probability for the event B taking place with the system in the state p is
given by

Pr{B|p} = p(E(B))

According with this formalism, each measurement situation is represented
by a POVM (positive operator valued measure), which is defined as follows

Definition 1.6.1 (POVM) A POVM is a map which associate an element
E(B) of a C*-algebra to each B € E(U), in such a way that {E(B) B €
E(U)} is a resoltion of the identity.

Remark 1.6.1 While developing this model we did no distinction between
clagsical or quantum system. This means that the formalism is completely
general. Indeed, classic observable represent a special case of C*-algebra, the
abelian case.

1.7 Channels

The model we have just considered the statistical escription of an experiment.
Now we want generalize this framework to a generic transformation of a
physical system. We are interested in a situation like this

Pin — Pout-

This transformation, in an informational context, is represented by a channel
which turns input states into output states. So we are looking for a map

T, : E4 — Ep

which, given a system in a state p;;, as input, produces a system in a state
Pout = Tk (Pin) as output. Let us suppose we want to perform a mea-
surement on the output system: The experiment will be represented by a
specific POVM, that is by a set of effects E (B) of the outcome algebra B;
the probability distribution will be given by

Pr{B|pout} (T« (pin)) (E (B)).

On the other hand we can consider the effects E (B) and describe a

channel as a map
T:B— A

which turns effects of B into effects of A. Using this convention, states are
not subjected to any change of description and the probability distribution
of a generic experiment becomes

pin (T (E(B)))
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This two descriptions must be consistent, so we have

(Ti (pin)) (E(B)) = pin (T (E(B))) - (1.17)

The first convention is usually called (T} : E4 — Eg) Schrodinger picture
while the second is (T : B — A) the Heisenberg picture; Since dealing with
maps between C*-algebras it is much more convenient we will make use of
the Heisenberg picture.

Now we have to give a precise charaterization to channels.

1.7.1 Complete positivity

In this subsection we will illustrate some basic result about completely pos-
itive maps: for a more detailed presentation of this subject we refer to [7].
Let begin with the following:

Definition 1.7.1 let F': A — B a map between C*-algebras A e B. F is
called positive if the following property holds

F(A)>0 VYA>0 (1.18)

Proposition 1.7.1 Let F : A — B a positive map.
Then we have
F(A*) = (F(A))* (1.19)

Proof. The (1.19) is easily verified if we apply the map F to the decomposition (1.6).
U

Now we want to strengthen the positivity property. We expecially define
maps that not only are positive on a given C*-algebra A, but also remain
positive even when we extend the C*-algebra they act over. We now are
going to explain what we exactly mean with this idea.

Let us consider the C*-algebra A ® M"(C), where M™(C) is the C* algebra
of n x n complex matrices ; We can figure elements of this space as n X n
matrices with entries in A (that is, A;; € A). Keeping this definition in
mind, we give the following definition

Definition 1.7.2 (complete positivity) Let F' : A — B A linear map
between C*-algebras. We define

F,: A@ M™"(C) — B® M"(C)

i such a way:
(Fn(A))ij = F(Aij).

F' is completely positive iff F,, ¢ positive Vn € N
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Remark 1.7.1 A classic example of completely positive map is a *-morfism
w: A — B. Firs we verify that ™, : A® M"(C) — B ® M"(C) is a
*-morfism yet. Then, given a A > 0 in A® M"(C) from Theorem (1.1.2)
we have A = B*B, and so n(A) = n(B*B) = 7(B)*n(B) which is clearly
positive.

Remark 1.7.2 An example of positive map which is not completely positive
is the matriz transpose.

Remark 1.7.3 Let B be a C*-algebra and C an abelian C*-algebra. It is
possible to demonstrate that:

e cach positive map F : C — B is completely positive;
e cach positive map F : B — C is completely positive;

Remark 1.7.4 [t is possible to introduce (complete) positivity for map for
states as well as maps for C*-algebras. In particular a map F is (completely)
positive iff its Schrodinger representative F* is (completely) positive.

Now we have are ready to give the crucial definition of this section:

Definition 1.7.3 (channel) Let A and B be C*-algebras; and T : B — A
be a linear map. If the following properties hold

o T is completely positive
o T'(Ip) =14 (unitality)
then T is a channel.

Remark 1.7.5 We need complete positivity when we deal with composite
system. Indeed a channel must sends states into states (positive normalize
functionals) even if it acts only to a portion of a larger system. If we have
a channel T : B — A, we can imagine to apply it over an extended system
in BB in such a way TRI: BB — AR B'. The physical consistency
of this situation is guaranteed by the complete positivity of T

Now we can formalize in a better way the heuristic arguments exposed at the
beginning of section (1.7). When the system is initially in the state w € E 4,
the expectation value of an observable B € B at the output side of a channel
described by the map C' is given by:

w (T (B)) (1.20)

If w is a normal state we can represent it as trace class operator. The
equation (1.20) will become (without making use of a new notation for the

representatives)
Tr(WT'(B)) (1.21)
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However, not for every channel in Heisenberg picture one can define the dual
map, but this is always true for finite dimensional channels. In this case we

can define
T, : A* — B*

and we have the duality relation
(T (w)) (B) =w (T'(B))
that for normal states becomes
Tr(Ty(w) B) = Tr(wT(B)) (1.22)

Remark 1.7.6 The definition of channel can be seen as a generalization of
the concept of state. Indeed we can read a state as a channel w : A — C.
Completely positivity of w holds because w is positive and and C is an abelian
C*-algebra (see Rem.(1.7.3)).

1.7.2 Stinespring representation

Definition (1.7.3) is a very simple and intuitive one but it is not handy as
well. In this section we will give a representation of channel which is more
suitable when dealing with applictions.

Before introducing this result we analyse two common examples of channels
(For sake of simplicity we make use of operator spaces instead of generic
C*-algebras).

Isometric evolution Let consider an isometric operator V : $; —
99 (that is V*V =1); we can define:

T:B($:) — B(H1) T(A)=V*AV VA€ B($).

Condition (1.7.3) is fulfilled because of V' is isometric. We have to check
completely positivity. Consider positive element I' € B($2) @ M"(C);
This means®

(v,Tv), >0  VYveHC" (1.23)
If we consider an orthonormal basis of C™, property (1.23) becomes
Z (vi, (T)ijvj)g =0 (1.24)
2%

where v; € 92 and (I');; € B($2) is defined as in Def. (1.7.2). Complete
positivity holds if we can prove that

% (u, U>2<1> is the inner product in $2¢1) ® C" and (v, U)Q(l) is the inner product in $a(1)
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(0, To(T)v)y =Y (03, (T(1))ij vj), =0 (1.25)
4,3
From Def. (1.7.2) we have
(Tn(D))ij = T(Tij) = VTV
if we insert this identity in Eq. (1.25), we obtain
Z (vi, VT4V v5), -
i\j

So we have

> (Vo) Tig (V)
7

which is positive thanks to (1.24).

Reduction to a subsystem Suppose we are dealing with finite di-
mensional Hilbert spaces. Let us define a map

T :B($2) — B(H2 @ R)

such that
T(A) =ARQ Hﬁ :

T represent a reduction from H2 @ R to Ha. We remind that Heisenberg
picture goes in the opposite direction compared with Schrodinger pic-
ture. So when we reduce to a subsystem we have to “turn” observables
of a smaller sytem to observables of a larger one (this is the meaning of
the operation ®I). We can easily verify that T is a channel. Referring
to the preceeding example (with a suitable change of notation) we have

(0, Tu(T)v)y =Y (03, (Ta(D))ig v5); = > (vi, (T @ Tg) v5), - (1.26)

i3 i,J

Let us now consider two orthonormal basis e™ and €™ of §) e & respec-
tively; if we put decomposition

v; = E v e" @ e
nm

into the (1.26), we get

v ((5e) o (57)),

i n a b

which is positive. Unitality is trivially satisfied.
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The previous ones were two typical examples of channel. The following
theorem (the original prove by Stinespring can be found in [8], the proof we
illustrate is reviewed from [3]) proves that each channel can be eventually

represented as a composition of these two types of channels (see Remark
(1.7.7)).

Theorem 1.7.1 (Stinespring Dilation Theorem) Let T : B — A a
channel between C*-algebras. Let us suppose A being represented by mg on
a subalgebra of B(R).

Then there exist
e a representation mg : B — B($))
e A partial isometry® V: 8 — §

such that
ma(T(B)) =V*ngV vVBeB (1.27)

Proof.  Let us define the linear form (, ), over B ® & (B considered as a vector space)
as
(A®v,Bw), = (v,mx (T (A"B))w) 4 (1.28)

where (v, w) is the inner product in & and extend by linearity. Eq. (1.19) guarantees
that (, ), is Hermitian while the completely positivity of 1" tells us that it is also positive
semidefinite”. Indeed

<Z Bi@vi, ) B ®vj> => <%Z7TK (T (BfBj))wj> = (U, man (T (B B;)) W) an

0 i R

In the last equality we made use of a representation over 82" (n tensor copies of £), which
is the space where the elements B(£) ® M"™ act. The expression above is positive if we
can prove that mgn (T (B Bj)) is positive; this amounts, because of completely positivity
of T and 7g, to prove positivity of th matrix (B; B;). This verification is straightforward;
let us define I' € B(R) ® M" by the relation I'; ; = man (B] B;). So we have

Z Aﬂ}i

We proved that the linear form we introduced is positive semidefinite. Now we have to
restrict to a positive form which will become an inner product. Let consider N, the null
space of (, ), defined in such a way:

(Z,I'Z)gn = Z (2i,ma (Bi Bj) zj) g = Z (ma (Be) 20, ma (By) 73)a = ‘ -

(%) ij

2
R

N={ueB®8{, tc (u,u)=0}

N is a subspace of B® R. Now we consider the quotient space (B®£)/N and the canonical
projection p: B® &8 — (B ® &)/N . The following form

(u,v) = (u+N,v+N),

5a partial isometry is an operator which is isometric over the orthogonal complement
of its kernel
"that is (o, ) > 0 for all « € B® R
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acts in a natural way over (B ® £)/N and has the same properties of an inner product (is
positive definite). We call § the Hilbert space which is the closure of (B ® £)/N in this
inner product. Now we have to build a representation of B over §). Let us define the map

mu: B— L(B®K)/N) (1.29)
by linearly extending
s (B)p(A®v) = p(BA®v) (1.30)

mg has the following properties
TI'H(Ble) = ﬂ'H(Bl)ﬂ'H(BQ) and WH(BT) = (TI'H(Bl))*

mr is well defined because it let A invariant (g N C N).
Now we have to linearly extend mg (B) from (B ® &)/N to all § in order to obtain a
representation. This is effectively possible because of the continuity of 7g. Indeed, the
following identity holds &

Imu (B)I| < Bl (1.31)

Now we get the representation we are looking for:
B — B($).

The last step is to construct the partial isometry V. Let define V : & — § in such a
way:
V(v) = p(ls @ v).

We now verifiy that this is a suitable partial isometry. The adjoint V* can be defined by
linearly extending
Vi (p(B®v)) = 7x (T(B))v;

an easy verification gives V*V = Ix. Now we have to show that condition (1.27) holds to
complete the proof:

Vra(B)Vo =V 'ru(B)p(lg @ v) =V 'p(B®v) = nx(T(B))v

O

Remark 1.7.7 Let now focus on the finite dimensional case. Consider
T : B(Hp) — B(Ha), where Hapy are finite dimensional. Looking at
the expression (1.80) we can reformulate the Stinespring representation in
this way:

T(B)=V*'B®ly,V (1.32)

where HE 1s a finite dimensional Hilbert space called dilation space. Since we
are in a finite dimensional context, T is normal and so we can consider its
dual Ty :. By making use of the relation (1.22) we can obtain the Stinespring
representation for Ty : B*($94) — B*(HB),

Ti(p) = Tre(VpV*)  Vp € B*(Ha) (1.33)

The (1.33) gives us a physical interpretation of the Stinespring theorem. It
fundamentally states that every channel can be depicted as an evolution that

®The proof of Eq. (1.31) relies on Eq. (1.4) and on the complete positivity T'; we omit
details.
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transorm an input state p into a state VpV™ possibly correlated with the en-
vironment (which is represented by the dilation space Hg); the output is then
recovered by tracing out the environmental degrees of freedom (reduction to
a subsistem). Notice the change “tensoring identity < partial trace” moving
from Heisenberg to Schrodinger picture

Theorem (1.7.1) gives a representation of a channel but it does not state that
this representation is unique. We call Stnespring representation of a channel
T :B — A a triple (7g,V,$) such that mg(T(B)) = V*rs(B)V. Let now
consider 91 = span{my(B)Vv, v € $H,B € B}. It is possible to verify that
$1 is an invariant subspace for g, then this representation can be reduced.
Let mg, the reduction of mg over 1. We notice that also (mg,,V,$1) is a
Stinspring representation of channel T' and the following identity holds:

91 = span {mg, (B)Vv, veH BecbB}
. Let now give the following

Definition 1.7.4 (minimal Stinespring representation) Let (14, V,$)
be Stinespring representation of channel T : B — A. If

= span{rg(B)Vv, veEH, BeDB}
this re presentation is said to be minimal

The following result defines a unitary equivalence between two minimal
Stinespring representation of the same channel,;

Theorem 1.7.2 Consider the channel T : B — A and let (mg,,V1,91)
and (Tg,, Va, $2) be two minimal Stinespring representation of it. Then there
exists a unitary operator U1 — 92 such that

Uvi =V, and Ung, U" =g,
Proof. 1t suffices to define

U(Z To, (Bi)Vivi) = Z o, (Bi)Vavi)

and verify that it is a unitary operator. U

1.8 Distance measure between channels

In the preceeding section we introuced the concept of channel and gave, by
means of Theorem (1.7.1), a handy representation. For our purposes it will
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be useful being able to measure the distance between different channels. We

begin generalizing the operator norm to channel by the following definition

IT1(B) — Tr(B)|
1B

71 = Ta[[oc = sup (1.34)
B#0

This definition allows us to introduce the idea of bounded map, which we
now define in the general case not only for channels.

Definition 1.8.1 (bounded map) Let F' : B — A be a linear map be-
tween C*-algebras B e A. We say that F is bounded if

| F'l|oe < 400
where ||F|| oo is given by Eq. (1.84).

In the preceeding Section we introduced the Schrodinger dual for normal
channels. We can obviously define a norm on maps between states in analogy
with definition (1.34):

1Tl = sup [|T(w)] (1.35)
lwll<1

In a finite dimesional context (1.35) becomes

IT:)l% = sup [ Tu(w)lly (1.36)
llwll1<1
where now w are trace class operators and || - ||; is the trace-norm. It is

possible to demonstrate that Eq. (1.36) is exactly equivalent to Eq. (1.34),
so we have

1Tl = 1Tl (1.37)

in the finite dimensional case.

Let us now consider two experimental setups which measure the same
physical quantities on system prepared in th same initial state an evolved
with the channels 77 and 75. Then the norm defined in (1.34) is twice
the maximum of the difference between the probabilities distriutions of the
two experiments. However we have not considered yet situations in which
channels act only on a portion of a larger system (see Remark (1.7.5)). This
leads us to strenghten the notion of boundedness as we already did with the
notion of positivity.

Definition 1.8.2 (complete boundedness) Let F' : B — A be a map
between C*-algebras B and A. We consider F,, as it was defined in (1.7.2);

if

sup || Fpljco < +00
n

26



then we say that F is completely bounded. We also define a norm over
completely bounded map as follows.

HF”Cb = sup HTnHoo (138)

Remark 1.8.1 We can easily notice that for every linear map F we have
1F b > 1 oo

Remark 1.8.2 For any two completely bounded maps T,S : B — A the
identity
”T ® Sch = ||T”cb||S||cb

holds.

Remark 1.8.3 Now we focus on the finite dimensional case. Let T be a
map between finite dimensional algebras B(R) and B($), and let n = dim
In this context, it can be proved that only an n-dimensional extension is
sufficient, that is

HTch = HH.M"((C) ® THOO (1'39)

This result allows us” to use a copy B($) as extension space; so we frequently
use this identity:
”Tch = ||HB(S§) ® T”oo (1.40)

Now we state (without proof) a crucual theorem that links complete
positivity and complete boundedness.

Theorem 1.8.1 Let F: B — A a map between C*-algebras B and A. If
F' is completely positive then F' is completely bounded too, and the properties

IEM = [[Flloo = 1 Fllet (1.41)
holds.
Remark 1.8.4 When dealing with channels, Eq. (1.41) gives ||T||c = 1

Remark 1.8.5 We remind (see Rem. (1.7.3)) that a positive map G between
C*-algebras which one of them abelian is completely positive. Then, thanks
to theorem (1.8.1), G is completely bounded.

Finite dimensional Hilbert spaces with the same dimension are isomorphic
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1.8.1 Continuity of Stinespring representation

We now have a tool to evaluate distance between channels. Since we can give
a Stinespring representation to every channel, we wonder how the distance
between two channels translates into distance between the representations.
We are interested in knowing if two channels close by cb-norm, would have
the isometry of their Stinespring representation close in the operator norm;
this clearly would be a continuity result for Stinespring representation.

A tool useful for the proof of the continuity theorem is the operational fidelity.
This is nothing but a generalization to (normal) channels of fidelity for states
already introduced in (1.3.3). Let’s give the following

Definition 1.8.3 (operational fidelity) Let T1, T> be channels between
finite dimensional C*-algebras B, A. Suppose B and A represented on B(Hp)
and B($)4) respectively. We define the operational fidelity between Ty, To as
follow (this concept was first introduced in [11]):

F(Ty, To) = inf { f( (I, ® T1s) w, (I, ® Toy)w) withw € By(Ha)%?, |Jw|1 < 1}
(1.42)

Remark 1.8.6 This definition of fidelity, accordigly with that of complete
boundedness, takes into account the possibility of applying channels to a sub-
system of a larger system.

Remark 1.8.7 Because of the joint concavity of fidelity for states (see Rem.
(1.8.2)) it is sufficient to minimize over pure states in Eq. (1.42), which
becomes'’

F(1,T) = inf{f((Is, @ T1) [0)(¥], (Lg, @ Tox) [) (] )
t.e ) € 937 1 1w) 1 < 1} (1.43)

Before dealing with the continuity theorem we need a generalization of
Th. (1.3.3). The following proposition (which is reviewed from [9]) proves
the equivalence between operational fidelity and cb-norm.

Proposition 1.8.1 Let T1,T5 : B(Hp) — B(H4) be two channels. Then
we have

| F(Ty,T) < %”Tl Dyl < VI FATLTY) (1.44)
P?”OOf. Let define n = dim$) 4 The channel difference 77 — 7% is obviously a linear map.
So the following equation holds (see Remark (1.8.3))
1Ty = Toller = [IIn @ (T1 — T2 oo
Then, using Eqns. (1.36) and (1.37) we have
10 ® (T2 = T2)[loo = sup {[|(In @ (T1x = Tou)plli tic. p € Bu(H4)%%, [Iplly < 1} (1.45)

0from now on we will make use of Dirac notation
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Now we are just dealing with trace norm of states; so, combining eq. (1.15) with the

definition of operational fidelity given in eq. (1.42) leads to the thesis. U

Now we are ready to state the following theorem, that was first proved
in [9]:

Theorem 1.8.2 (Continuity of Stinespring representation) Let $H4 and
9B finite-dimensional Hilbert spaces. Let

T, Ty : B($H) — B($H4)

be channels with Stinespring representations (9B ® Nk, Toze9y, V1), and
(DBONE, Tazeng: V2). (We can suppose that the two representations share
a common dilation space: it suffices adding extradimensions to one of the
dilation spaces and performing unitary transormations.) Then we have

inf || (Ig, ® U)V1 — Vol < 1Ty = Dol < inf 2[|(Lg, ® U)V1 = Valloo (1.46)

Where U € B($)g) are unitary operators

Proof. ' If we have two states p,0 € B.($4) from Eq. (1.3.2) and reminding Th.
(1.3.1) we have f(p,0) = maxyen(s 5)(Vp|(la ® U)ths) where 1,,%s € Ha ® Hr are two
fixed purification of p,o and U is a unitary operator on $r. Because (I5, ® V;)|¢) is a
purification of the state (I , ® Tix)|0)(¥|, © = 1,2 (the verification is straightforward) we
can write:

F(I,T) = inf f(Is, @ Taa)[)(¥], (Is 4 ® T2x) [){¥]) =
= inggPIWI(HﬁA @V (I, @15 @U)(Is 4 @ V2)[P)| =

= inf sup|Tx[pVy (Is, ® U)Va]| =
PEB(HA) U

= inf supRe(Tr[pV) (I, @ U)V2]) (1.47)

PEB(HA) U
Where U are unitary operators of B(g). The (1.47) gives an estimation of the opera-
tional fidelity in terms of the isometries Vi and V2. However, because of the order of the

optimization in the (1.47), the optimal unitary in general is a function of p. If we define
for a fixed p, X = Trg[V2pVi'] Eq. (1.47) becomes

sup |Tr[XU]|.
U
‘We have the bound
|Te[XU]| < Tx[|X U]

We achieve the supremum when U is the unitary of the polar decomposition of X; In this
case we have
sup [Tr[XU| = Te[| X} = | X[ (1.48)

Now we remind the following bound

T XY]| < [[X[1][Ylle VX €T(9),Y € B(H). (1.49)

"Tn this proof we make use of basic results of operator theory. We refer to [1] for a
precise presentation of this subject
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Thanks to Egs (1.48) and (1.49) we can extend the optimization range from the set of
unitaries to the set {U € B(Hg) t.c. |[U||lcc < 1}. This set as the advantage of being a
convex set like the set of states; So we have to optimize over two convex sets a function
which depends linearly on both inputs. In this case we can apply Von Neumann minimax
theorem and exchange infimum and supremum. We obtain

F(Ty,T:) = sup inf Re(Tr[pVy" (Is, ® U)Va]) (1.50)
[Ulloo <1 PEB(H 4)

knowing that the optimal U can be chosen unitary. We finally prove the bound

inf (I, ® U)Vi — Va3

inf [|(Vi* (Lo p @ U™) = V2) (Lo p @ UV = Va) e =
= infsup Tr[p(Vi' (s, @ U) = Va)((lop @ U)V1 = V2)] =
P

2 — 2supinf Re(Tr[p(Vi' Iy, @ U")V2]) =
U e

= 2(1-F(T1,Tz)) <
< T = Tofle (1.51)

Where we made use of Proposition (1.8.1) in the last inequality. Now we have to prove
the right hand side of the (1.46). First we consider the equality:

1-F(T,Tz) = 1-— sgp ir;f Re(Tr[p(Vy (Ig, @ U)V2]) =
= %igf Iy, ® U)VA — Va|% (1.52)
From the proposition (1.8.1) follows
Ty — Toller < 24/1 — F2(Ty, To) < 2v/2/1 — F(T1, T3) (1.53)
From (1.52) and (1.53) follows the thesis

IT: = Talles < 2inf ||(Ls , ® U)Vi — Va2 (1.54)
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Chapter 2

Quantum Bit Commitment:
introduction and overview

Bit commitment is a cryptographic primitive involving two mistrustuful par-
ties, referred to as Alice and Bob. In a bit commitment protocol Alice is
supposed to submit an encoded bit to Bob in such a way that he has no
chance to read it before Alice later reveal it: this means that the protocol
is concealing; on the other hand Alice is supposed not to be able to change
the committed bit before the revealing phase: in this case we say that the
protocol is binding.

We can better illustrate a bit commitment protocol with an example:
Alice writes down the bit on a piece of paper and puts it in a box, then she
padlocks the box and sends it to Bob; At a later time (the opening phase)
Alice gives Bob the padlock key and unveils the bit.

Coming back for a while to the previous practical example, we can imag-
ine that Bob is an excellent burglar able to unlock the box, read the bit an
leave no evidence of what he did. So the previous scheme is in principle
insecure. This result holds for all bit commitment protocols implemented
using only classical physics; indeed, all bit commitment schemes that are
used in the real world rely on technological constraint, for example on the
assumption that certain computations are hard to perform.

The situation may be different if we consider quantum mechanics. The
first example of a quantum bit commitment (QBC) protocol appeared in [10].
The protocol works as follows:

e Alice choses the value of the committed bit b: if b = 0 she sends Bob
a sequence of n photons randomly polarized vertically or horizontally,
if b = 1 the photons are 45-degree or 135-degree randomly polarized.
That means that Alice encodes the qubit by chosing between two mu-
tually unbiased basis.

e Bob (who does not know the polarization) randomly choses between
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the rectilinear and the diagonal basis to measure the polarization of
each photon. Since the density matrix describing the n photons is the
same for b = 0 and b = 1 Bob cannot discover the value of b in any
way.

e At a later time Alice reveals the committed bit by announcing the
basis and the polarization of the photons. For those photons that Bob
measured using the correct basis (they are n/2 on average), he can
verify whether the polarization announced by Alice matches with his
results.

A trivial example of Alice’s cheating is the following; she sends rectilin-
early polarized photons but announces at the opening phase that they are
polarized diagonally. Alice now has to guess the polarization of the photons
that Bob measured along the correct basis. The probability for Alice suc-
ceeding in cheating is, on average, (1/2)™2. However quantum mechanics
offers a much more subtle way of cheating which is commonly known as the
EPR attack. Alice prepares n maximally entangled states' and sends one
half of each to Bob. At the beginning of the opening phase Alice decides the
value of b and measures the corresponding basis on her qubits. Because her
results are perfectly correlated with Bob’s results, Alice can announce the
polarizations without possibility of being caught cheating.

2.1 A first impossibility proof for QBC

Many quantum cryptographers tried to find unconditionally secure (that is,
security is guaranteed by the laws of quantum physics alone) quantum bit
commitment protocol which did not allow this kind of cheating. However
Lo and Chau [12] [13] and independently Mayers [14] [15], proved that all
previously proposed bit commitment protocols were vulnerable to generalized
version of the EPR attack. Let us briefly see how this proof works.

According to the authors ([12], actually this is not the general case: see
e.g. the next section) bit commitment protocol can be schematized in the
following way:

e Alice chooses the value of the committed bit b.

1. If b = 0 she choses an element of the states mixture pg = {, |¢i)B}

2. If b = 1 she choses an element of the states mixture p1 = {3, [¢}) 5}

Both Alice and Bob know the mixtures.

'let represent rectilinearly polarized photons in the basis {|0),]|1)} and the diagonally
polarized ones in the basis {|+) = %(|0> +11),|-) = %(|0> — |1))} of C?; then let the
maximally entangled states be |I)) = %(|0)\0) +(1)]1)))
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e Alice sends Bob the state she chosed
e Alice reveals the committed bit and which state she sent.
e Bob verifies by performing a measurement.

Let focus on the perfect-concealing case; it means that Bob has no infor-
mation about the committed bit: mathematically it becomes:

6 = pi (2.1)

Let us first consider the following purification of the mixtures p§ and pP:
10)) =Y Vailel)aloi)

and
1)) =D VBilef)aléh) s
J
where (ejlej)a = di; and (e;]e})a = d;;. However, because of Schmidt de-
composition, we can find the following purifications too:

100) =Y wler)aldl)s =D vVaile)aldi)s (2.2)
k %

1) =) wlealdl)s =D VBilejalé))s (2.3)
k J

where now [e) 4, |€})a and |[¢x)4 are orthonormal basis of their respective
Hilbert spaces. Let now consider the unitary operation U which maps [ex) 4
into |e},) : the following identity holds:

U @lp|0)) = [1)). (2.4)

Alice can turn |0)) into |1)) performing a unitary operation on her local
system. Then a dishonest Alice can follows the following cheating strategy:
she prepares the state |0)), sends the second register to Bob (she does not
actually decide a specific |¢;) g or [¢})p); if she wants to unveil the value 0
she just performs a measurement on the basis {|e;) } and follows the protocol,
if she wants to unveil the value 1, first she apply the unitary U to her portion
of system and then performs a measurement on the basis {|e;)} follows the
protocol. We stress that Alice’s cheating rely on her possibility of delaying
the measurement process until just before the opening phase. We analysed
the perfect concealing case; anyway, a continuity argument provides a similar
proof for the near-perfect (or e-concealing , that is when ||pf — pP|l1 < 2¢)
case.
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2.2 Secret parameters

The most relevant objection (first proposed by H. Yuen [19]) that can be
raised against the preceeding proof is that it establishes the existence of a
“cheating transformation” U but there is no guarantee that this unitary is
known by Alice. Indeed it is possible to suppose that the overall state (|0)) or
|1))) depends on some probability distribution w unknown to Alice?. In this
case the unitary transformation U would depend on w too, and Alice would
not be able to cheat. The authors of the impossibility proof asserts that “In
order that Alice and Bob can follow the procedures, they must know the
exact forms of all unitary transformations involved” [12[,[13] which means
that the final overall state cannot depends on a secret distribution w. This
assertion limits the validity of the impossibility proof. However, a result by
C. Y. Cheung extends this proof to protocols with secret parameters: for any
perfectly concealing® QBC protocol the cheating unitary which allows Alice
to cheat is independent of any secret distribution unknown to Alice*. Imagine
a QBC protocol where Bob is expected to chose a probability distribution
w among a finite set {w;}in secret. We can also suppose that Bob purifies
his choice with a probability distribution m = {p;} in order to postpone this
choice (now 7 becomes the secret parameter). So, the overall state is of the

form?®:

WABm) = D2 VBl wi) i) (25)

where |y;) are orthonormal states under Bob’s control. Now let consider
Bob’s density matrix:

b b b
() = tral Wi (m) ()] (2.6
the perfect concealing condition gives
P () = p (). (2.7)

The impossibility prof guarantees the existence of a cheating transformation
U4 on Alice’s side:

Ua @ Lp[W{ ) (m)) = ¥/ (m) (2.8)

2we can assume without loss of generality that probability distribution are the only
secret parameters; indeed, in a fully quantum description probability distribution are the
only unknown left.

3C. Y. Cheung proposed [17] a proof for the near concealing case too; however this proof
has a dimensional dependent bound. The only impossibility proof for near concealing QBC
with secret parametars is the one in [26]

4

®In the previous section it was Alice who prepares the overall state and commits one
half of it to Bob. This is not the case in a potocol with a secret parameter chosen by
Bob. So we can imagine that is Bob who first prepares an overall state depending on a
parameter 7 and, after having sent one half to Alice, Alice encodes the bit by performing
a unitary operation on her system.
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Now if we multiply by (I4(x:|) both members we get
Ua @ 15|05 Q(wi) = W) Ve (29)

so Uy is independent from the w;. By linearity Uy is independent of any
combination of w; that is U4 is independent from 7: this concludes the proof.

2.3 Analysis of a protocol

In this section we analise a quantum bit commitment protocol (proposed
by H. Yuen in [25]) showing in a practical context how the concealing and
binding conditions cannot hold at the same time. The protocol is as follows:

1. Bob sends Alice m sequences of n qubits each randomly in one of the
four BB84 states® |j;) named by their position in the sequence

2. Alice randomly picks one for each sequence , modulates them by Uy =
R(w/16) or Uy = R(—m/16), rotation by +7/16 on the great circle
containing {|j)} and sends them back to Bob. The committed bit is
encoded by the two unitaries.

3. Alice opens the commitment by sending back all the other states and
revealing everything.

At first sight this protocol is clearly not e-concealing. Indeed, it suffices
that Bob prepares m sequences of identical states, for example he can set
|71) = |0), instead of a random sequence; In this case Bob knows that the
states he receives are either pg = Up|0)(0|U; or p1 = Up|0)(0|Uy. Then
lpo — p1ll1 > 0 and cannot be made arbitrarily small. This Bob’s cheating
strategy is defeated if we add a check by Alice on the states she receives.
We can suppose that Alice asks Bob to reveal a half of the qubits he sent
and then she verifies by a measurement process if Bob said the truth. If the
states Alice verifies are all the same she finds Bob cheating .

Then let’s assume that Alice has m sequence of n states which are really
randomly generated. This is an e-concealing protocol (the proof is similar
to the one given in ref [20]) but on the other hand we can find that Al-
ice can cheat almost perfectly. This is an example of an anonymous state
protocol but as we prevously mentioned Alice’s cheating transformation is
independent of such information. Indeed Alice can prepare the state

W) = Ub;ﬁgw ® PUji1)... ) (2.10)

5We remind that, given {|0),|1)} an orthonormal basis for C?, the BB84 states are
{10), 1), [+) = 5 (10) + 1)), =) = 5 (10) — 1))}
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where P is the cyclic shift unitary operator on n qubits, Uy acts on the first
qubit and |l) € $4 are the entanglement ancilla states. Then it is possible
to demonstrate that Alice can turn |Ug) to |¥1) near perfectly.

Now we try to overcome this difficulty by adding a check performed by
Bob with the the aim of destroying Alice’s possible entanglement. Before
opening, for each sequence of n qubits, Bob asks Alice to send back 1/2 of
the n qubits chosen randomly by Bob. If the committed bit is in the fraction
Bob choosed, he can verify the other fraction instead. Alice can perform a
measurement with controlled swaps on her ancilla qubits, projecting into the
qubits chosen by Bob. With probability 1/2 (per sequence of n qubits) the
checking qubits contain the committed one and Alice’s cheating is no longer
possible. Now we can set m — oo with n/m — oo for the e-binding
level. However, a Bob’s cheating strategy can be found and the e-concealing
condition ceases to be valid. Bob prepares a set of 2n maximally entangled
states |I)) = %|O>A]O>B+ |1) 4|1) B, sends the A parts to Alice and keeps the
B parts for himself. He can pass Alice’s check by measuring on his side the
bits she desires to check. Then Alice performs the codification on whatever
bit she wants and sends back it to Bob. Bob now choses a basis (let us
suppose |0), |1)) and measures it on his part of the n qubits (let us focus on
a single sequence of n qubits). Then Bob knows that a fraction A of bits is in
the state |0) and a fraction 1— X is in the state |1) In the limit n — oo we can
suppose A = 1/2 Then Alice performs the codification (this operation and
the previous one by Bob commute, so the order is unimportant) on whatever
bit she wants and sends back it to Bob. Now Bob is expected to chose 1/2
of the n qubit for a check; He choses the half in which the qubits are all in
the same state |0) So (we are in the limit n — o0) he exactly knows in
which kind of state (|0) or |1)) Alice did the unitary. In the e-binding limit”
m — oo with n/m — oo (m is the amount of sequences) Bob can near
perfectly discriminate between Uy and Uj.

"See [22] and [23] for a description of how this protocol can be extended to a near-
perfect binding one.
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Chapter 3

Formal description of Quantum
Bit Commitment

The purpose of this chapter is to give a rigourous and general description
of QBC protocols. This and the following chapter are a review of the paper
[26], in which it is possible to find a more detailed analysis of these subjects.

A Bit Commitment protocol regulates the exchange of information be-
tween the two parties, the set of istruction that fix this exchange is called
the communication interface of the protocol. Players’ plans for supplying
the required messages are called strategies; we denote as a the strategy of
Alice and b the strategy of Bob.

In any Bit Commitment protocol we can distinguish three phases:

1. the commitment phase where exchange of messages between players
takes place. By definition, at the end of this phase the bit of informa-
tion is considered committed to Bob.

2. the holding phase where no exchange of messages between the party is
allowed. Within this phase only local operation are possble.

3. the opening phase when Alice announces the value of the bit she claims
to have committed, together with all the information that Bob needs to
verify her announcement. Bob has to perform a wverification measure-
ment which can have two outcome: one that confirms Alice’s announce
and the other one that means that Alice is a cheater.

Now we can start with the algebric description of a protocol. Systems
are identified by their observable algebras. Thanks to this formalism we are
able to deal with classical and quantum information at the same time. A
quantum system is represented by a C*algebra A of operators on a suitable
Hilbert space; if a system carries classical information labelled by the value
x of a classical parameter, the observable algebra will be referred to as A,.
We can also deal with a (finite) set of observable algebras, {A;}.cx each
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of them carring different classical information (specified by the value of the
x parameter). The natural way to describe a quantum carrying classical
informationa = € X, is the direct sum algebra @,y A;. A (normal) state
on such an algebra is of the form @, ¢ x pepz, where {p.} are states on A,
and py is a probability distribution on the classical parameters X.

3.1 The communication tree

This one and the following section provide a description of how Alice and
Bob can exchange information.

We denote A,, B, the observable algebras in Alice’s and Bob’s labora-
tories respectively, x representing the classical information shared by Alice
and Bob: the joint observable algebra will be A, ® B,. A, and B, do not
depend only by the communication interface but also on the strategy Alice
and Bob decide to follow: a strategy is a plan for operating a local labora-
tory to supply the required messages. Labelling a and b Alice’s and Bob’s
strategy respectively, we stress this dependence writing Az (a) and B(b).

Following a special protocol, they are expected to exchange messages,
which can be of quantum or classical type. Let us now focus on classical
information. This one never gets lost, and following the classical information
flux, we can provide the protocols with a tree structure.

Figure 3.1: Example of communication tree. The dashed lines represent the
holding phase where no communication is possible, the open circles represent
the revealing phase followed by a measurement by Bob

Referring to picture (3.1) branches of the tree consist a possible exchange
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of a classical message. Nodes of the tree are labelled by an index x which
has to carry the following information:

e Whose the turn is: this is represented by the position of the node

e What kind of classical messages can be sent by this person to the other.
We suppose this ones form a finite set M,. For each classical message
we have a possible branch departing from the x node; the following
nodes will be labelled 2’ = max, where m is a signal belonging to M,

e What kind of quantum system accompanies a given classical signal
m € M,. We identify this system with its observable algebra which
will be denoted by M. . We also suppose that MT can be represented
by a finite dimensional operator algebra that is the algebra of d x d
matrices with d = d(z,m) < co.

e Each node can be characterized by the history of classical messages
exchanged between Bob and Alice (x = mima...my).

Let X, the set of nodes at which the protocol is known to be reached;
the observable algebra at that stage will be @, ¢ x_Az(a) ® B (D)

3.2 The communication step

We already stated that during the execution of a protocol Alice and Bob
are expeted to exchange information in the form of a classical message m
accompanied by a quantum system MZ¥ . Let us focus on Alice’s situation.
She is expected to send a message m accompanied by a quantum system M,
to Bob. If we suppose that at the beginning of the turn Alice’s observable
algebra is A;(a) the natural way to schematize this situation is a channel
that sends states on Ajz(a) to states on €D,,cps Awm(a) @ My, (we will
always order tensor product as Alice ® message ® Bob), that is

T.(a): @ Awm(a) @ M, — As(a). (3.1)

me My

m being the classical outcome of the channel T, (a). The choice of the strat-
egy (that is of the channel) and the choice of the input state determine
the probabilities for the outcome m; Obviously Alice can choose a channel
that simply force a previously determined outcome m. Let us now suppose
that we obtain the outcome m. Alice splits the output system into a part
Agm(a) which she keeps, and a part M, which she can send to Bob: Bob’s
observable algebra changes in the following way

Bum(b) = M2 @ By (b) (3.2)
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The same happens at Bob’s turn; equations (3.1) and (3.2) are replaced
by:

To(b) : Q) Mi, @ Bum(b) — Bu(b). (33)
meMy
and
Azm(a) = Az(a) @ M7, (3.4)

At the beginning of the protocol we have neither classical information

nor quantum system, so Alice’s and Bob’s observable algebras at this stage
are Ag = By =C

3.3 Verifiable, Concealing and Binding

After having given a formal description of the communication interface of a
general protocol we now analyse three crucial properties that a QBC protocol
must have. First, we have to tell what procedures Alice has to follow in order
to commit the bit b = 0 or b = 1; So we must specify two special honest
strategies ag and ap, which Alice has to follow if she wants to commit the
bit values 0 or 1. These two strategies must be distinguished with high
probability by Bob’s final verification measurement (which will depend on
the bit Alice announces to have committed). If Bob checks for the value 0
and Alice correctly follows strategy ag, she passes the check with probability
> 1 —n; if Alice dishonestly claims that she committed the bit 0 while she
has chosen the stategy ag, she passes the check with probability < n; If these
requirements are fulfilled, we say that the protocol is n-verifiable. This is a
condition that can be easily satisfied, because it concerns only two strategies.

Now let us denote as pc(a,b) : P,cy, Az(a) ® By(b) — C the state
at the commitment stage. The concealing condition states that Bob must
not be able to distinguish between Alice’s honest strategies ag,a; at the
commitment stage, i.e. the restrictions pZ(a;,b) to Bob’s laboratory of the
states pc(aq, b) musy coincide for every startegy b (i = 0,1). Let us now
formalize this concept in the following

Definition 3.3.1 A QBC protocol is said to be e-concealing iff
193 (ag,b) — pB(a1,b)|1 < 2¢ for every strategy b. (3.5)
If € = 0 the protocol is perfectly concealing.

The concealing condition is expressed by a trace norm inequality: now
we will show that this is a correct way. All that Bob can do to distinguish be-
tween two strategies bt Alice are measurements on the states p; = pZ(ag, b),
p2 = p2(a1,b). Requiring the protocol being e-concealing means that the
largest difference of outcome probabilities in an experiment is less or equal
to €; let us formalize this concept. A measure process is described (cfr. sec
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(1.6)) by a POVM {E;} where E; > 0, Y . E; = 1. Saying that the largest
difference of probabilities is smaller than € means that

sup [Tr(Eip1) — Tr(Eip2)| < €
(2

We want the condition hold for every measurement process, that is for every
POVM; this generalization leads to the request

Sup Te(Fp1) — Tr(Fp2)| = sup ITr(F(p1 — p2))| < €

Where F' ranges over the effects (cfr. th. (1.6.1)). It is easy to show the
equality

1
sup Te(F(p1 = p2)) = 5llpr = P2l

Remark 3.3.1 In the definition of concealing we supposed that Bob can’t
distinguish between Alice’s strategies at the commitment stage of the protocol.
One can obviously suppose that Bob makes measure experiments at an earlier
time, but if he is able to distinguish between Alice’s strategies before that
stage he can obviously record the result and he will be able to distiguish at
the commitment time too. Saying that the protocol is concealing at a certain
stage means that it is concealing up to that stage.

Let us now deal with the binding condition. We said that a QBC proto-
col is d-binding if there is not a J-cheating strategy (ag, aq) for Alice. The
characteristic feature of the couple (ag,aﬁ) is that ag and a’i must be the
same throughout the commitment phase, and differ only by a local oper-
ation in Alice’s lab. Let denote the final state, on which Bob makes the
verification measurement, as p¢(a,b). A d-cheating strategy (ag, a%) is such

if Bob cannot distinguish ag from ap and aﬁ from a; with a difference in
outcome probabilities larger than d. Following a scheme analogous to the
one we developed for the concealing condition we give the following

Definition 3.3.2 (a%, a%) is a d-cheating strateqy if

1p% (af,b) — pP (ai, b)||1 < 2¢ (3.6)

for i =0,1 and for every strategy b
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Chapter 4

The 1impossibility proof

Now we proceed towards the general impossibility proof for quantum bit
commitment. This proof will give a rigourous and unifying mathematical
framework to all the ideas we exposed in Chapter 2. In the former chapter
we gave a general description of a bit commitment protocol. We did not make
any simplifying assumption in order to cover as many different protocols as
possible. This leads us a wide and intricate class of strategies to consider.
Beacause of this, before presenting the no-go theorem we have to make order
of that generality by making some assumption that, without weakening the
no-go result, will make handly the class of strategies.

4.1 Strenght of strategies and purification

The first simplifying assumption we are do is to exclude obviously inferior
strategies for Alice and Bob. It is clear that now we have to specify what we
mean by saying that a startegy is obviously inferior than another.

Consider two Alice!’s strategies a and a’; we say that o’ is stronger than
a if whatever Alice can achieve by strategy a she can also achieve by strategy
a’. Giving a precise form to this concept, we request that at each node x
of the protocol there exist a revert operation R, : Az(a) — Ay (a’) which
allows Alice to move from strategy a’ to strategy a’ at every stage of the

protocol. This claim is satisfied requiring:

RyTe(a) = Te(a)) @D (Ram ® Lngg,) (4.1)
meMy

at Alice’s nodes, and

Rym = R ® Han (4.2)

'We begin examining Alice’s strategies. Later on we will make some considerations
about Bob’s ones
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at Bob’s nodes.
It is easy to show that strategies a and o’ are indistinguishable by Bob.
Let us focus on the commitment state

pe(a,b) : €P As(a) ® By (b) — C

ZBEXC

if Alice follows the a’ strategy we will have for p.(a,b) an action like this

pe(a,b) (@ Rom ®HM%> .

reX,

Tracing over Alice’s lab space we obtain the same result: this proves that
Bob cannot distinguish between a and a'.

Intuitively the easiest way one can imagine to have a stronger protocol is
to avoid every decoherences, except that ones needed for the communication
exchange beween the two parties. Now we will give a precise characterization
to the locally coerent strategies which make possible to have a protocol with
the above mentioned properties.

Definition 4.1.1 We say that a strategy a of Alice is locally coherent iff for
every nodes x of the protocol:

e we can set

Az(a) = B($)z(a)) (4.3)
e the channel

T.(a): @ Awm(a) @ M, — As(a)

mEMz

can be defined in such a way

Ty (a) (@ Ap ® Mm) = V(@) (Am ® M) Vam(a)  (4.4)
VAp, € Agm(a), VM, € M.
where, setting M}, = B(R%))

The key of this definition is that each summand in the (4.4) is a contrac-
tion, that is it cannot be decomposed into a sum of other completely positive
maps. Now we have to show:

e how to get a locally coherent strategy for a general one
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e that coherent strategies are effectively stronger.

To achieve these purposes we will generate a locally coherent strategy a’ from
generic a and its corresponding revert operations R, . We will proceed by
induction, so let us fix a node and suppose the space $,(a’) of Eq. (4.3) and
the reverts channels R, : Az(a) — Az(a) be already defined for all earlier
nodes. Now we have to define the revert operation for the successive nodes
xzm. If x is a Bob’s node there is nothing to do because R, is automatically
defined as we have seen in Eq. (4.2) so let suppose = belong to Alice. In this
case we have to consider the composition

C P Awmla) @ ME, — B(H2(a)). (4.6)

mEMz

Thanks to the theorem (1.7.1) we have a Stinespring representation
(mz, Vi, Ry) of this channel. Let now P, be the projections on each of
the summand in (4.6). These ones will be mapped by 7, to projections
on R; so this space can be decomposed as follow: R, = @,, ﬁ;n where
T (P)Re = R The E? can be shown to be invariant for all representative
7z(A) and so we can easily obtain a set of representations on ﬁ? by defining
(see def. (1.2.4) and the following discussion) A —— 7y (Pp) 75 (A) 72 (Pr).

Now we restrict such representation to the algebra M? . We can now
split the subspaces in such a way: &, = Hzm(a’) ® 82, and we have

1o (1® X)me(P) ~1® X (4.7)
e (AR Dy (Py) ~ memA @ L (4.8)

Eq. (4.8) comes from m;(A ® I) commutes with all the 7,(I ® X) and so
it has the form ., A ® I for a certain 7.,. Let now write explicitely the
channel (4.6):

Tx(a) (A:cm b2y ng) = V:Wx(eameM (a) ® Mz)
=V (@meM T (Prn) T2 (Azm ( ) ® Mx)ﬂx( m))
= ZmeMT [V 779&( )]ﬂ':cm(Axm(a)) ® Mrgf@[ﬂ'x(Pm)Vx]

(4.9)

We can easily recognize the revert operation
Rom = Tam + Aem — B(Ham(a))
an the isometries of the coherent startegies (4.5)
Vem(a') = 7 (Pp) Va(a).

Deriving a coherent a’ strategy from a given one a we automatically notice
that a’ is stronger than a.
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We dealt with Alice strategies but the same arguments hold for Bob: His
analysis’ power on Alice’s actions is not weakened if he follows a coherent
strategy. In order to simplify the analisys without loss of generality (remind-
ing the discussion at the beginning of the section) from now on we assume
that Bob follows a coherent strategy.

4.2 Reduction to the finite dimensional case

Now we have to make another crucial simplification. Our presentation of bit
commitment protocols considers that no limitations are imposed to Alice’s
and Bob’s cababilities. As a first consequence of this there is no reason not
to consider infinite dimensional local lab spaces. In this section we will show
that we can restrict to the finite dimensional case without loss of generality.

Let us focus our attention on Bob’s local lab, the same results will hold
also for Alice’s strategies. We can suppose, according with the last section,
that both Bob and Alice follow coherent strategies. Bob’s local space “grows”
as follows:

V(D) : 92(b) — &7, @ Ham (b) (4.10)
Ham(b) = &7, ® 9H2(b) (4.11)

where the V; ,,,(b) are the Kraus operators of channel T, (b) at Bob’s node z,
and K7, the space of the message Alice sends to Bob at her turn. Let $,(b)
and R be finite dimensional. The Stinespring construction respects finite
dimensionality and the range of V; ,,,(b) has known finite dimension. We can
find a subspace 97,,,(b) C Hzm (b) such that V n(0)(H2(b)) C KL, @ 9, (b).
So we have the bound

dim$’,, (b) < dim$, (b) - dim&?, (4.12)

Now we just proceed by induction, that is by a previously constructed
9..(b) C $H,(b). This reasoning makes sense because at Alice’s nodes the
bound holds with equality and at the root we have dim$)(b) = dim$;(b) = 1.
This procedure leads us to a new strategy b’ with the same isometries of b
but restricted ranges and domains. It is possible to show that b’ is stronger
than b (more exactly, as the intuition suggests, they are equally strong) and
the revert operation is just the subspace embedding j, : 9.(b) — $H.(b).
By making use of the revert operation and of appropriate expansions (which
add extra dimensions where all states vanish) when required, we can convert
every startegy b into another one where the bound (4.12) holds with equal-
ity. The last step is to identify all the spaces 9/ (b) with a fixed space of
appropriate dimension ﬁf The same reasoning holds for Alice’s lab space,
and so we introduce a strategy-indipendent Hilbert space ﬁf; this expecially
means H2 = 9, (ag) = He(ar).
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4.3 Bob’s strategy register

In the previous section we reduced the Hilbert spaces of Alice’s and Bob’s
labs. In this section we deal with Bob’s space of strategies and we give it a
workable representation. The first simplification is to reduce Bob’s strategies
to a finite set. Indeed, reminding that the set of bounded operators between
finite Hilbert spaces, the following proposition holds:

Proposition 4.3.1 For each & > 0 there exists a finite set S of Bob’s locally
coherent strategies with Hilbert space HB such that:

Vo 3 €S pe(a,b) — pe(a,b)||1 <€ Va. (4.13)
Where a,b are respectively Alice’s and Bob’s possible strategies.

Now we want to replace all Bob’s strategic choices with a unique choice
he makes at the beginning of the protocol by preparing an initial state. We
just have to define an appropriate Hilbert space i in such a way that each
possible Bob’s strategic choice is represented by a state of $r. This space
is refereed to as the strategy register and is represented by the Hilbert space
¢%(S) (complex valued functions on S). Each strategy b € S corresponds to
a state |b). Now we define

57 = $8eA(S) (4.14)
Vom = 5o — 80,08, (4.15)
Vx,m = va,m(b)®‘b><b‘ (4'16)

besS
(4.17)

Bob at the beginning of the protocol choses the initial state of the register
and his later choices are consequences of quantum controlled operations. The
Hilbert space structure of the strategy register gives Bob the possibility of
chosing not only pure strategies but also mixed ones and superposition of
different strategies. By preparing superpositions, Bob can extract infomation
about Alice’s actions by measuring the strategy register at a certain step of
the protocol. This happens because the register is affected by superpositions
and the control-unitary operations create entaglement.

The concealment condition requires that Bob cannot distinguish dif-
ferent strategies of Alice; we now translate this condition in the strategy
register formalism. At the commitment stage the observable algebra is
D.cx, Az(a) ® B(Ef); we notice that the dependence on Bob’s strategy
does not appear explicitely in the algebra. It is the state obtained on this
algebra which depends on Bob’s strategy by the initial state of the strategy
register. This dependence is given by a quantum channel

(a) : @ Acla) ® B®,) — B(£3(S)). (4.18)

rzeX,
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The reduced channel on Bob’s side is

I3(a) : @,ex, B®r) — BE(S)) (4.19)

FB(Cl) (@mGXc Bx) =I'(a) (®xeXc L4, (@) ® Bw) : (4.20)

The concealment condition requires that the reduced channels I'?(ag) and
I'B(ay) corresponding to different values of the bit are close.

In order to improve resolutions between channels Bob can keep an enta-
gled record of his strategy; this means that Bob can use an entangled pure
state on £2(S) ® ¢2(S') with a certain S’ (it possible to choose S’ = S) where
the second register is left out from the dynamics. In this case Bob actually
plays a purification of a mixed strategy.

So the concealment condition must prevent this possibility too. This
translates into

H (FB(GO) - FB(al)) @Iy || <€ Vn e N (4.21)
which becomes (cfr. def. (1.8.2))
(T8 (a0) — TE(ar)) |, < € (4.22)

4.4 The no-go theorem

The impossibility proof for unconditionally secure quantum bit commitment
relies on the continuity of Stinespring representation which we introduced in
theorem (1.8.2). However the theorem does not apply directly to our case,
since in a bit commitment protocol we deal with direct sum channels (cfr.
def. (4.1.1)). The first step towards the demonstration of the no-go theorem
is the generalization of Th. (1.8.2) to direct sum channel, which we review
from [26].

Proposition 4.4.1 Let

o {98V ex and {98 sex be two sets of finite dimensional Hilbert spaces
and $ a Hilbert space;

1.1y @ B$ @ 95) — B(9)
zeX
be two quantum channels such that

r; (@ (A ® Bz)) = Z Wiy (A @ By) Wiz =
xeX reX
= <EB (A ® B@) Vi (4.23)
reX
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r7: P B(HY) — B($)
zeX
be the local restrictions of the previous channels defined by

P\ @B | =V P es,) |V

zeX zeX

Then we have:

inf [|(U 1)V — Vi[|* < |16 = T7 [l < 2inf [|(U @ Tp)Vo — Vi (4.24)

where the infimum is taken over the block diagonal unitaries U = ®,U, €

S B(HL).

This result extends the continuity of Stinespring representation to direct sum
channels. We notice that the minimization is over unitary operators which
respects the direct sum decomposition.

Now we can state the main result of paper [26]

Theorem 4.4.1 (No-Go Theorem) Any e-concealing bit commitment pro-
tocol (see def. (3.8.1)) admits a 2\/e-cheating Alice’s strategy.

Proof.  Alice plays the purification aj of the strategy ao. If she wants to unveil the bit
0 she has just to apply the revert operation R. If she wants unveil the bit 1 she:

e applies the cheat channel

Cy : B(92(a1)) — B(Hz(ag)) (4.25)
defined as
C(A) = U, AU, (4.26)
where U = @, U, € @xB(ﬁf) is the unitary operator which fulfils the infimum in
Eq. (4.24)

e then applies the revert operation to move from aj to ax
Because of the protocol is e-concealing we have:

|0 (a0) = 1% ()

’ <e
cb

From proposition (4.4.1) follows the bound

’ (r(ag) <@ Ca ®Hj~)f) - P(a’l))

<2y/IPB(a0) ~TB(a)ll,, < 2Ve (4.27)

Because the cb-norm cannot increase if we apply a quantum channel the bound (4.27) still
holds after the revert operation R has been performed:

<r(ag) (EB Ce ® Hﬁg) R— F(a1)>

Equation (4.28) means that probability of Alice’s cheating being detected is upper bounded

by 2¢/e

IN

QH(U®H5§) V(ay) — V(d})

<2/e (4.28)

cb

O
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Chapter 5

(Game theory

In this chapter we give some notion about game theory: the main source of
this part of the work is Myerson’s book [28|. Here a more detailed analysis
can be found as well as all the missing proof of the theorem we will mention.
As a less technical introduction to the subject we suggest [27].

Game theory is a mathematical subject which deals with strategic inter-
action among players. Players are supposed to be:

o intelligent, that is they understand the situation they are in and they
are able to do reasonings of arbitrary complexity;

e rational, that is they make decisions consistent with their objectives.
We suppose that every player has the only objective to maximize his
ulility function.

The utility function of a player is a relation that associates to each outcome
of the game a real number; we refer to these number as the possible payoffs
of the game for the specified player. Each player has his own utility function
and his purpose, according with the rationality demand, is to maximize his
payoff.

For the purposes of this work we add two more assumption considering
only:

e non cooperative games, which means that players cannot make binding
pacts;

o complete information games, that is each player knows all tha game’s
rules and all the utility functions of every other player.

Now we have to provide a formal description of games. In order to do
this, two possible representation are usually used: the extensive form and
the normal (or strategic) form.
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Games in extensive form

We now give a rigourous definition of a game in extensive form. We begin
giving some basic concepts from graph theory.

e A graph is a finite set of nodes together with a finite set of branches
each of them connects only two nodes; a branch can be identified by
the pair of nodes it connects (z;, x;).

e A path is a set of branches of the form

Uz, zoH{zo, w3} {201, 20} };
we say that such a path connects the nodes 1 and x,

e A tree is a graph where each pair of nodes is connected by an only path

e A rooted tree is a tree with a special node (arbitrary) denoted as the
root. When we refer to the path to a node x we mean the path con-
necting the root and z.

e A node (or a branch) = follows a node (or a branch) y if y is in the
path to z

e An alternative at a node in a rooted tree is any branch connecting it
to another node which does not belong to his path.

e A node (or a branch) z immediately follows a node (or a branch) y if
x follows y and there is an alternative at y that connects y to x

e A terminal node in a rootes tree is a node with no alterantives following
it.
Now we are ready to give the following definition

Definition 5.0.1 (extensive form game) A n-person extensive form game
I'¢ is a rooted tree with functions that assign labels to each node and branch.
The following conditions must be satisfed

1. Each non-terminal node has a player label i, i € {0,1,2,...,n}.

If i € {1,2,...,n} we have a decision node where the player labelled
with © has to make a move, that is choosing an alternative.

If i = 0 we have a chance node.

2. FEach alternative at a chance node has a label which specify its proba-
bility (chance probability).
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(2,1]

(3.2

1,13

(2,0

(3.2
(1.4

Figure 5.1: Extensive form game (the dashed line groups the nodes which
have the same player and information labels)

3. Each decision node of a player © has a label which specifies the infor-
mation state of the player, that is all what the player i knows if the
game reaches that node. Two different nodes x and y have identical
information state labels if the player is not able to distinguish if he is
inx oriny. We denote as S; the set of all possible information states
s for player i in the game

4. Fach alternative at o decision node has o move label. If two nodes
x and y have the same information state label, for each alternative at
the node x must correspond an alternative at the node y with the same
move label. The set of moves available to a player when he is in a
decision node with information state s, is referred to as Dy

5. Each terminal node has a payoff label, a vector of R™ (uy,ug, ..., un);
u; denotes the payoff of the player i when the node is the outcome of
the game.
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[2,4)

(3.1

(0,07

Figure 5.2: Game with perfect information

The following specific case of extensive form game that will be of special
interest in this work (when we will analyse classical coin flipping games).

Definition 5.0.2 (game with perfect information) We say that an ex-
tensive form game has perfect information if no two nodes have the same
mformation label.

In a game with perfect information a player exactly knows the past moves
of all other players and chance.
Now we introduce the significant concept of strategy:

Definition 5.0.3 (pure strategy in extensive form game) A pure strat-
egy for a player in an extensive form game is a function which maps infor-
mation states into moves. The set of strategies for player i is ®5€Si Dy

Roughly speaking a strategy is a rule for determining a move at each
nodes of the game. We used the adjective pure because (as we will see later)
it is possible to introduce mixed strategies which map information states into
probability distribution over the possible moves.

Strategic form games

Now we introduce a simpler form to represent games, the strategic form. In
this description the only components of the game are:

e the set of players,

e the set of possible strategies available to each player
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e 3 payoff function which depends on what strategies the player choosed.
Let us now formalize this idea giving the following

Definition 5.0.4 (strategic form game) A strategic form game I' is a
t-uple
I'= (N, (Ci)ien, (ui)ien), (5.1)

Where:

e N is an non emptly set, representing the ensemble of players

o C; is (for any i) a non empty set, representing the possible (pure)
strategies for player i. We define

C=Q)C;

1EN

Each element ¢ (called strategy profile) of C' corresponds to a combi-
nation of strategies.

e wu; is (for any i) a function
u; : C — R

u;(c) represents the payoff for i when c is the combination of strategies
chosen by the players

The most significant simplification of strategic form compared with the
extensive form is that a game in strategic form is static; indeed, all players
are supposed to choose their strategies simultaneously. Eliminating the time
dimension is a very substantial siplification and it holds as long as time
ordering questions are not essential in the analysis of games. Because of
this, a procedure to turn a game from extensive form into strategic form
is usually followed: tThis procedure is usually called normal representation.
We do not carry the formal description of this procedure but we just give
these intuitive ideas:

e the set N of the player in the strategic form game is the set {2,..,n}
in the extensive form;

e the sets of strategies C; of the normal form are the sets ®seSi Dy of
the extensive form;

e the payoff functions wu; are constructed by matching each strategy pro-
file ¢ with the corrispective terminal nodes in the extensive form and
reading the payoff labels. If more terminal nodes correspond to the
same strategy profile (in the event of chance nodes) the payoff func-
tions are defined as the weighted means of the payoff labels.
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Figure 5.3: The popular game “Rock, Paper, Scissors” in extensive form

1/2 r p s

R (0,0) | (=1,1) | (1,-1)
P | (1,-1)| (0,0) | (—1,1)
S | (-1,1) | (1,=-1) | (0,0)

Table 5.1: The strategic form for “Rock, Paper, Scissors” game

Multiagent representation

The normal representation is non the only way to turn a game from extensive
from to strategic form. Now we introduce an alternative procedure called
the multiagent representation.

e The set N of players in the multiagent representation is (we suppose,
without loss of generality, that S; N S; = @ if ¢ # j) the set §* =
Uie{1,2,...,n} S;; that is, we have one player for each possible information
state of every player in I'*. We refer to these players as temporary
agents.

o Let D be the set of moves available to player ¢ when he is in the
information state s € S;; Ds becomes the set of strategies for the
temporary agent s.

e The utility functions v, : @,cg- Ds — R in the multiagent repesen-
tation are defined as:

vr((ds)ses+) = ui((¢j)jen)

V(ds)sese € X) Ds such that ¢;(t) =d; Vj € N, Vt € S
SES*
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(6,00

Figure 5.4: Extensive from game

1/2 w 7

ax | (5,0) | (1,1)
ay | (4,0) | (4,0)
bx | (8,3) ] (0,1)
by | (7,3) | (3,0)

Table 5.2: This is the normal representation of game in Fig. (5.4) We notice
that strategy ax is strongly dominated for player 1. If we apply the iter-
ative elimination of weakly dominated strategies criterion (see the following
section) we find out that the solution of the game is (bz, w)

where u; are the utility functions and c; the strategy profiles given by
the normal representation.

The t-uple (S*, (D;)res*), (vr)res+) is the multiagent representation of a
game I'® in extensive form.

5.1 Nash equilibria

The main target in analysing a game is to foresee the behaviour of the
players. Let consider games in strategic form; we can try to find out a set of
strategies that each player is expected to use: this is a simple kind of solution
concept. The most intuitive way to find out this set of strategies is by iterated
dominance. Within this approach strictly dominated strategies are eliminated
from the set of strategies that might be played; a stricly dominated strategy
is one for which there is a strategy that a player is always better off playing.

The solution concept we considered before is a very weak one and so we
have to refine our ideas to attain a more efficient solution concept. We begin
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II w z

I/111 X y X y
a | (5,50 | (4,4,0) | (1,1,1) | (4,4,0)
b (8,8,3) | (7,7,3) | (0,0,1) | (3,3,0)

Table 5.3: The multiagent representation of the game in Fig. (5.4). We have
two temporary agents (I and III) which represent player 1. If we compare this
representation with the normal one we immediately see that in the multiagent
case we have have no strategy which is dominated by another one.

introducing this very crucial tool:

Definition 5.1.1 (randomized strategy) Let I' = (N, (Ci)ien, (ui)ien)
a strategic form game. A randomized strategy for player i is a probability
distribution over C;. We denote A(C;) the set of all randomized strategies
for player i. Coherently we define a randomized strategy profile as a vector
that specifies a randomized strategy for each player. @Q;cn A(C;) represent
the set of all strategies profiles.

If 0 € Q;cn A(C;) is a strategy profile, oi(c;) represent the probability
that player i will choose the pure strategy c¢; (we can write o = (0;) ); it must

be
Z Ji(ci) =1.

c; €C;

u;(0) is the expected payoff for player i when the players choose their
strategies accordingly to the profile o and it is defined as follows

’LLZ‘<U)=Z HUj(Cj) ul(c) Vie N

ceC \jJEN

Intuitively, in a game we say that we have an equilibrium at a given situ-
ation if each player has no advantage to move his choices from this situation.
Specifying this concept will take us to the definition of Nash equilibrium.
Suppose that a strategy profile ¢ is an equilibrium for the game I'; then
each player ¢ is expected to choose the pure strategies that maximize his
payoff and the probability of chosing a strategy that does not achieve this
maximum must be zero, that is

oi(ci) >0 — ¢; € argmaxy, o ui(0—i, [di]) (5.2)

Where [¢;] denotes the pure strategies ¢; and (0_;,7;) denotes a random-
ized strategy profile where all the components are as in o except for the ¢
component which is equal to 7; We can now give the following

56



Definition 5.1.2 (Nash equilibrium) A randomized strategy profile o is
a Nash equilibrium for a game I if no player has interest to unilaterally
deviating from the prediction of o, that is

uz(a) > ui<0—i77i); Vi € N, V1 € A(Cﬂ (53)

The following proposition proves that condition (5.3) is equivalent to condi-
tion (5.2)

Proposition 5.1.1 For any profile o and any player i of the game

(o [d]) = (o i T
é?géuz(a u[ z]) qulAaz}éq)UZ(o- 177_1)

and so we have that
pi € argmaz. cnc,)ui(0—iTi) <= pi(ci)) =0 Ve; & argmazy cc,ui(o—i, [di])

Proof. Clearly
max u;(0_;, [di]) < max wi(o_;, i)

d;€C; TiEA(C;)
because C; C A(C;). We recall that

ui(o;i,n) = Z Tl(dl)ul(a',l,[dl])

d;€C;
A weighted average cannot be greater than the maximum term being averaged, and so
i(o—i,7i) < i(o—s, [di]).
ui(0—i,7i) < max ui(o—i, [di])
Taking the maximum at the left side gives the proof. O

Example

Let consider the following game in strategic form

1/2 ] x y
a | (1,6) | (9,4)
b | (4,0) | (-1,2)

Let use the following notation:

e 1(2) is the first(second) player’s payoff

e p(q) is the probability for the first(second) player chosing strategy a(z).
e the nash equilbrium will be a couple (p,7q)

So the expression for the payoffs are:

v1(pq) = pe(1) +p(1—=q)(9) + (1 -p)g4) + (1 -p)(1 —g)(-1) =
= 10p — 13pq + 5q — 1 (5.4)
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and

e2(psq) = pq(6) +p(l—q)(4)+ (1 —p)g(0) + (1 —p)(1—q)(2) =
= 4dpq+2p—2q+ 2. (5.5)

Condition (5.3), because of the linearity of ¢1 and 9, translates into:

01 ,_ _ _

L — 10-13G=0

9 (?.7q) q

O ,_ _ _

o2 — 2445 =0. .
94 (P.7q) +4p (5.6)

Then the Nash equilibrium of the game is (p = %,6 = %g)

Now we can wonder when there exist Nash equilibria in a game. This
following theorem answers this question

Theorem 5.1.1 (Nash (1951)) Let T a finite game in strategic form; then
there exists at least one Nash equilibrium in @),;cn A(Cy)

This crucial result assures us the existence of a Nash equilibrium for a
game but it does not say that there is an only one. Indeed a game may have
multiple equilibria.

12] T | F
t | (2,1) | (0,0)
£ (0,00 [ (1,2)

Table 5.4: Battle of sexes

Let give a look to Tab. (5.4); in this case we have 3 Nash equilibria:
two equilibria in pure strategies (¢,7) and (f, F), and one equilbrium in
randomized strategies (%, é) where 2(%) is the probability of player 1(2)
chosing t(T")

Another observation we have to do is that a game may have equilibria
that are inefficient, i.e. the game provides outcomes different from the equi-
librium one that are better for each player. On the other hand, we say that
an outcome of a game is weakly Pareto efficient iff there is no other outcome
that would make all player win more. We can say that a Pareto efficient out-
come is the most suitable from an ethical point of view; Nash equilibria may
not to correspond with Pareto efficient outcomes because these equilibria are
found assuming selfish behaviour of the player.

Let give this famous example (see Tab.(5.5)). Iterative elimination of
weakly dominated strategies gives (¢, C') as the unique Nash equilibrium; we
can easily see that the outcome resulting from (¢, C) is the only one which
is not Pareto efficient.
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2] C NC
¢ | (5.5) | (1,-6)
ne | (6,.1) | (-2,2)

Table 5.5: Prisoners’ Dilemma

5.1.1 Two-person zero-sum games

Now we introduce a specific kind of game that will be of interest in the
following of this work, the

Definition 5.1.3 (two-person zero-sum game) A two-person zero-sum
game in strategic form is given by

I'= ({11 2}7 017 02>u1>u2>

with
us(c1,c2) = —uy(cr, c2), Vep € Cp,Veg € Cy

In a two.person zero-sum game one’s gain is equal to the other’s loss;
because of this we can say that player 2’s objective is to minimize player
1’s gain. The most important prperties of this kind of game are held by the
following theorem:

Theorem 5.1.2 (von Neumann (1928)) (o1,02) is an equilibrium of a
finite two-person zero-sum game I' if and only if

01 € argmat., ca(cy) memAi(ﬂcg)ul(Tl,ﬁ) (5.7)
and
O € argMing,en(cy) TlglAaél)m(ﬁ,Tz)- (5.8)

If (01, 092) is an equilibrium the following equality holds:

ui(71,72) = max min  wui(71,72) = min max ui(71,72)
T1EA(CY) T2€A(Cy) T2E€A(C2) 1EA(Ch)
Proof. We suppose that (o1,02) is an equilibrium. Then from the definition of

equilibrium we have

ui(o1,02) = max wui(m1,02) > max min w1 (71, 72)
T1EA(CY) T1EA(C1) T2€A(C2)
and
ui(o1,02) = min  wui(o1,72) < min max  ui(71, T2).
T2€A(C2) T2€A(C2) T1EA(CY)

Obviously we have

max min  wi(71,72) > min  ui(o1, )
T1EA(C1) T2€A(C2) T2EA(C2)
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and

min max  ui(7T1,72) < max ui(71,02).
T2€A(C2) T1EA(CY) T1EA(CY)

Then all the inequality are equality and the equalities and the inclusion of the theorem
are satisfied. Now we suppose that the Eqns. (5.7) and (5.8) hold. The theorem 5.1.1
guarantees the existence of one equilibrium (o1, 02). Then the equality

max min  ui(71,72) = min max u1(71,T2)
T1EA(C1) T2€A(C2) T2EA(C2) T1EA(CT)

holds and so we have

ui(o1,02) > max min  wui(o1,72) = min max ui(71,02) > ui(o1,02).
T1EA(C1) T2EA(C2) T2€A(C2) T1EA(CY)
All of these expressions are equal and (01, 02) is an equilibrium of the game U

Remark 5.1.1 As a corollary of the theorem we notice that all equilibria of
a two-person zero-sum game give the same payoff. Then, although there are
different equilibria in a two-person zero-sum game, both players are indiffer-
ent regarding them.

5.2 Equilibria in extensive form games

In the previous section we indroduced equilibria for strategic form games.
Anyway it is possible to improve analysis of equilibria of a game by taking
into exam its extensive form. Indeed it is possible to find Nash equilibria of
a game that are only virtual; i.e. may happen that the strategies defining an
equilibrium cannot be effectively executed. Let’s give a look to this example

(0,0

2.1)

Figure 5.5: Virtual equilibrium
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This game has two equilibria (in pure strategies): (7, L) and (B, R).
However, the second one does not expect that player 2 effectively plays R,
because the choice B of the player 1 terminates the game. We can read the
equilibrium (B, R) has a threat of vengeance of player 2: if player 1 does not
play B player 2 will punish him by choosing R. But this choice is not efficient
for player 2 because he obtain a better payoff by playing L; Generalizing we
can say that a Nash equilibrium can predict non optimal choices for some of
the player but these choices belong to decision nodes that are not effectively
reached when the equilibrium profile is played.

We have found out that not every Nash equilibria are equivalent. So,
we will indroduce a more subtle notion of equilibrium the sequential equilib-
rium. Before formally defining this new concept we have to introduce some
technical tools.

Definition 5.2.1 (mixed and behavioural strategy profile) Let I'¢ be
an extensive form game:

e ¢ mixed strategy profile is any randomized strategy profile for the nor-
mal representation of I'°. The set of all mized strategies profiles is

QR ACH =R A Q) AD)

iEN iEN SES;

e ¢ behavioural strategy profile or a scenario is any randomized strat-
eqy profile for the multiagent representation of I'¢. The set of all be-
havioural strategies is

X AD,) = (X)X AD,)

SES* i€N s€S;

Each mixed strategy profile corresponds to a behavioural strategy profile,
and so we can speak of a behavioural representation of a mixed strategy
profile. However this is not a one to one correspondence: namely many
mixed strategy profiles can have the same traslation as behavioural strategy
profile.

With this change of perspective from mixed strategy profile to behavioural
strategy profile, we can identify different Nash equilibria which are the result
of mixed strategy profile that share the same behavioural representation. We
can give this following definition.

Definition 5.2.2 (Nash equilibrium of an extensive form game) A Nash
equilibrium of an extensive form game I'® is any equilibrium o of his multi-
agent representation such that its representation as a mized strategy profile

s an equilibrium for its normal representation.
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The following theorem asserts that to find the equilibria for an extensive
form game it is enough to find the equilibria of its normal form.

Theorem 5.2.1 Let o be any Nash equilibrium of the normal representation
of an extensive form game I'¢. Then any behavioural representation of o is
an equilibrium of the multiagent representation of T°°.

Theorem (5.2.1) together with theorem (5.1.1) gives this result:

Theorem 5.2.2 For any extensive form game 1'¢ there exist at least one
Nash equilibrium in behavioural strategies.

We now make the first step towards the definition of a sequential equi-
librium. The first concept to be introduced is the sequential rationality.
Intuitively speaking we say that a strategy is sequentially rational if the
player would effectively want to do what this strategy specify for him at an
information state s when s actually occurred. To formalize this idea we have
to introduce the following tool.

Definition 5.2.3 (belief probability) Let I'® be an extensive form game
We denote Y the set of all decision nodes of player © which carry the infor-
mation state s. For any information state s of any plyer ¢ a belief probability
distribution ;s for i at s is a probability distribution over Ys (m;s € A(Ys)).
A beliefs vector is any vector m = (;.s)ieN,ses; € Qyen Qses, A(Ys)

For all nodes x € Y; m; s(x) is the conditional probability that i assigns
to the event “I am at node z” when he knows he is making a move at some
node in Y.

We are now ready to give the following

Definition 5.2.4 (sequentially rational profile) A behavioural strategy
profile o is sequentially rational for i at information state s with beliefs
vector T iff

0i.s € ATgMAz, cA(D,) Z Ti.s(2)U; (045, ps|T) (5.9)
$€Ys

where U;(o|x) is the expected utility payoff to player i if the game began to
node x instead of the root.

This definition asserts that o;.s is sequentially rational if it maximize ¢’s
expected payoff when a node in Y, occurres in the path of game given the
belief probability m; s and assuming that all moves after this node would
be determined by o. Now we wonder how the belief probability can be
determinated. Belief probabilities depend on the information accumulated
during the game, so they are related (by Bayes’s formula) to what a player
believe at the beginning of the game. Let suppose o be a scenario that a
player anticipates in the play of I'¢, then ¢ and the belief probability m; s
must be compatible; this is expressed by the following
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Definition 5.2.5 (weak consistency) Let P(z|o) be the probability that
the path of play will reach the node z given the scenario o. We say that m is
weakly consistent with the scenario o iff

mis() Y Plylo) = P(z]o) (5.10)

ers

is satisfied for every player i, for every information state s and every node
y €Y.

The following theorem tell us when an equilibrium strategy is sequentially
rational.

Theorem 5.2.3 Let o be an equilibrium in behavioural strategies, and s be
an information state (s € S;) that occur with positive probability under o.
Suppose T be a belief vector weakly consistent with o. Then o is sequentially
rational for player i at s with beliefs ™

This theorem seems to give a definitive solution of the question of sequential
rationality. However we notice the hypothesis asking that the information
state s must occur with positive prbability. This one might not seem a
relevant limitation but it is not the case. Indeed, as we have seen at the
beginning of this section, If we allow that players can make irrational choices
in events that get zero probability we discover that these events get zero
probability only because players are afraid by the possibility that one of
them can behave so irrationally; this is what happens in the example of
Fig. (5.5). To avoid situations like this one we have to apply the criterium
of sequential rationality at all information states and not only at the ones
occurring with positive probability. This lead us to the following definition.

Definition 5.2.6 (weak sequential equilibrium) A weak sequential equi-
librium of an extensive form game I'° is any (o, ) such that o is a scenario,
w is a beliefs vector, o is sequentially rational fro every player at every in-
formation state with beliefs m and 7 is weakly consistent with o

The following theorem assures that the previous definition is well done.

Theorem 5.2.4 Let (0,7) a weak sequential equilibrium for an extensive
form game I'¢. Then o is an equilibrium in behavioural strategies.

Remark 5.2.1 In this section we have introduced the concept of weak con-
sistency and consequently of weak sequential equilibrium. It is possible that
mn some situations these new tools does not solve our problems, that is there
are games which admit unreasonable equilibria that are not excluded by the
concept of weak sequential equilibrium. To avoid this kind of troubles it s
possible to introduce the stronger notions of full consistency and full sequen-
tial equilibrium. For our purpose it seems not very intersting making such
technical precisations but from now on, for sake of rightness, when we talk
about sequential equilibrium we mean full sequential equilibrium.
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5.2.1 Games with perfect information

In definition (5.0.2) we introduced the idea of game with perfect information.
This will be a case of special interest in the sequel of this work and because
of this we now give the most important result for this kind of games.

Theorem 5.2.5 (equilibria of games with perfect information) LetI®
be an extensive form game with perfect information. Then there exists at least
one sequential equilibrium of I'¢ in pure strategies.

Proof. Because of I'® has perfect information we knows that
zeY, — Y, ={z}.

Then beliefs vector 7 is such that 7s(z) = 1 for each s € S*. So we have, for games with
perfect information, that a behavioral-strategy profile o is a sequential equilibrium iff

is € Uz —i,89 Ps :Ys 5.11
ois € max Ui(o—ispsle) ({2} =Y5) (5.11)

for each player ¢ in N and each state s in S;. This would be satisfied if

04,5 = [ds], where ds € Jnax Ui(o—is, [es]|z), ({z}=Y5) (5.12)
We notice that both U;(c_; s, [es]|z) and U;(o—i s, ps|z) depend only on o for moves at
nodes following the = node. Let nox be v(x) the number of decision nodes in the subgame
starting at node z, for each s € S* let v(s) = v(z), where {z} = Y;. If we suppose
that v(s) = 1, Uij(0—s,s, ps|x) depends only on ps, because after = there are no decision
nodes. In this case we have that maxe ep, Ui(0—is, [es]|z) does not depend on o and so
0i,s automatically satisfy (5.12). Now we suppose that o;, has been already defined at
all j and r such that r € S; and v(r) < k for a certain k; we also suppose that (5.12) is
satisfied for s such that v(r) < k. Then for any (i, s,z) such that s € S;, {z} = Y, and
v(z) =k, Ui(0—s,s, [es]|x) is well defined for all e; € D, and we can construct o;,s such
that (5.12) holds for (i, s,z). Proceeding by induction on k we can construct o such that
(5.12) is satisfied for all 7 and s; o is a behavioral-strategy profile in pure strategies.

O
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Chapter 6

Coin flipping: introduction and
overview

The problem of coin flipping arises when two or mor parties need to produce
a bit b of classical information with the folowing properties:

e the value of the bit (0 or 1) is the same fo all parties (perfect correla-
tion), and

e the probabilities of the values 0 and 1 are both equal to % (complete
randomness).

If all parties are allowed to meet in the same place, a trivial solution is
possible, namely to publicly toss an unbiased coin, that everyone can verify.
However, in many realistic situation this is not possible. Suppose for example
that two different parties can communicate only via the Internet: of course it
is still possible that one of them tosses a coin and communicates the outcome
to the others, but in this case the latter would have would have no guarantee
that the value of the bit is truly random, as they have no way to verify
that the coin was unbiased. It is then intersting to ask if there exist coin
tossing protocols for the situation in which (from now on we restrict to the
two-players case):

e the players are far apart, namely none of them has access to the labo-
ratory of the other;

e 1o reliable third party (which would honestly perform the toss) are
involved

e the outcome of the protocol is random and no player is able to influence
the probability of this outcome.

e the players ave no technological nor computationale limitations
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The third istance can better formalize as follows:
e if the players are honest Prjb=0]= Prjb=1]=1/2

e if only one player is honest, then |Pr[b] — 1/2| < € independently of
what the other player does. € is called the bias: if it can be made
arbitrarirly small we say that the protocol is secure.

The above requirements characterize an unconditionally secure coin flip-
ping. The notion of bias take us to the distinction between strong coin
tossing and weak coin tossing. In the weak version of coin flipping we know
in advance that an outcome benefits Alice and the other benefits Bob. In
this case a player is supposed to be interested in biasing the outcome only
with the aim to force the result which he is favored by: For example let us
suppose that the outcome 0 benefits Alice: we have to ensure that a dis-
honest Alice cannot increase the probability of outcome 0 (no matter if she
is able to force the outcome to be 1). In the strong version of coin flipping
one is interested in bounding the probabilities of a dishonest party altering
the probabilities in both directions either increasing Pr[b = 0] or increasing
Prb = 1]. In this work we focus our attention on strong coin flipping.

We proceed in the analysis of the problem by making a further notable
distinction; a coin tossing protocol lies on messages generation and exchange:
so we can distinguish between

e classical coin flipping protocols, where only classical messages are al-
lowed;

e guantum coin flipping protocols, where there is also the possibility of
exchange of quantum information.

It is quite intuitive that classically if one of the two players is dishonest,
no unconditionally secure protocols with bias < 1/2 exists [31], that is, the
dishonest player can entirely determine the outcome of the tossing. The
situation is significantly different when quantum protocols are considered.
In this context it is possible having protocols with bias < 1/2 as it is shown
in [35]. However, even in the quantum case, unconditionally secure coin
flipping is impossible as Kitaev [33] proved. In the following section we will
introduce the tools necesary to prove this impossibility theorem.

6.1 Semidefinite programming

Semidefinite programming is a generalization of linear programming con-
cerning the optmization of a linear function over the intersection of the cone
of positive semidefinite matrices with an affine space. We start our brief
survey on this subject from linear programs over cones (for a more detailed
discussion of the subject see [32]).
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Definition 6.1.1 Let K be a closed convex cone in R", c € R™ ;b € R™ and
A m xn matriz. The problem

p* =sup{clz: Az =b,x € K} (6.1)
15 called Cone-LP

Now we want to introduce the dual of the problem p*. Let first define the
dual cone K* in such a way:

K*={yeR" : yTz >0vVz € K}. (6.2)
Now we can give the following

Definition 6.1.2 (dual problem) Let p* a Cone-LP as in def. (6.1.1)
and K* the dual cone of K as defined in Eq. (6.2). Then the Cone-LP:

d* =inf{b’y:y e R™, ATy — c € K*} (6.3)
is the dual problem of p*.

Let now introduce the Lagrange multipliers for the problem (6.1); we
obtain the Lagrangian

L(z,y) = Tz + 47 (b— Az). (6.4)

For the Lagrangian the following identities holds:

. e ifAx=b
1ry1fL(:c,y) - { —00 otherwise (6.5)
and so we have
sup inf L(z,y) = p*. (6.6)
zeK Y
Now we rewrite the Lagrangian in the following way
L(z,y) = by —a(ATy —¢) (6.7)
From the definition of the dual cone K* the following identity holds:
by if ATy —ce K*
22£L(x’y) N { +00  otherwise. (6:8)
So we have
inf sup L(z,y) = d* (6.9)
Y zeK
From the minimax inequality we get:
p* = sup inf L(z,y) < inf sup L(z,y) = d*. (6.10)

xeK Y Y xzeK

The (6.10) is the weak duality relation for a pair of two dual cone-LP. Now
we give a sufficient conditions that insures equality in (6.10).
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Theorem 6.1.1 (strong duality) Let p* be a finite cone-LP. If exists an
inner point ' of K such that Az’ = b, then p* = d*. In this case we say
that for the pair p*,d* the strong duality relation holds.

Now we come apply this formalism to semidefinite programs. Let S, the
space of n x n symmetric matrices with the scalar product (X,Y) = Tr[XY].
Let consider the cone of the positive semidefinite matrices:

C={XeS,: X >0}

Because X > 0 if and only if Tr[XY] > 0 VY > 0, we notice that C' is self
dual. Let now A : S, — R™ be a linear map; A is usually represented
as an m-uple {A4;} of symmetric matrices in such a way that: A(X) =
(A1(X), ..., A (X)) where A;(X) = Tr[A; X]. The adjoint of A is represented
as AT(y) = 3, yiAi, y € R™. Now we can give the following

Definition 6.1.3 Let:
o C, X positive matrices of Sy;
e A:S, — R™ be a linear map;
e bec R™.

Then
p*=max TriCX]: A(X)=b,X>0 (6.11)

is a semidefinite program and
d* =min{bTy : y € R™ AT (y) — C > 0} (6.12)
15 its dual.

Weak duality automatically holds and for strong duality we a have an
analogous of Th.(6.1.1)

Theorem 6.1.2 Let p* be o finite semdefinite program. If exists X > 0 such
that A(X) = b, then p* = d*. In this case we say that for the pair p*,d* the
strong duality relation holds.

6.2 The impossibility theorem

In this section we quote the Kitaev proof for the impossibility theorem of
quantum coin flipping as can be found in [34|. Before introducing this result
we have to give a rigorous mathematical description of what “coin flipping
protocol” means.
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Definition 6.2.1 Let H = AQIMKXB be an Hilbert space. A 2N -round coin
flipping protocol is a t-upla

Q= Uan, - Uan,Up1,....;UB N, 140,141,150, 11p 1)
where:
o Uya; 1s a unitary operator on A @ IM for each j =1,.... N
e Up,j is a unitary operator on M B for each j =1,....N
o Il40,114 1are projections onto orthogonal subspaces of U

o Ilpo,I1p 1 are projections onto orthogonal subspaces of B

such that
(IT4,0 @ gy @ Is) [Yov) (Iey @ Tom @ o ®) [Yo) (6.13)
(141 ® Ion @ Ig)[thn) (I @ Iom @ T 1®) |[9wv) (6.14)
(14,1 ® Lo @ Iog) [} || = [[(TLa,0 @ Ton @ Lss) ¢} | (6.15)
where

[Wn) = (Ia ® U, n)(Ua,n @ I) -+ (I @ Up,1)(Ua, ® Ig)]0)

The idea underlying this definition is straightforward; 2A(8) is Alice’s
(Bob’s) laboratory Hilbert space, while 9t is the space of the message. The
protocol is assumed to have a finite number of “round”, N for each player; at
round ¢, the player P = A, B whose the turn is, performs a unitary operation
Up; acting on ‘B ® M and then sends the message part to the other player.
|0) is the state at the beginning of the protocol and [i¢) is the final state.
At the end of the procedure the players are supposed to make on the final
state a measurement process which result (0,1 or err)is the outcome of the
protocol. This measure process is represented, for player P by the POVM
(ILpo,I1p 1, Iy—I1pg—1IIp ;1) Both Alice and Bob make the final measurement
on their private laboratory space and (if they are honest) they must agree
on the outcome of the protocol taht is the two measurements have to be
perfectly correlated: this is the meaning of eqns. (6.13) and (6.14). The
eqn. (6.15) states that when Alice and Bob are honest the probabilities of
outcome 0 and outcome 1 are the same.

What we are in order to do by proving the impossibility theorem for
unconditionally secure coin flipping, is valuating the probability that a dis-
honest player force the outcome of the protocol if the other party id honest.
More correctly we will evaluate how much the dishonest player can bias the
result of the honest player’s final measurement, that is
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Theorem 6.2.1 (Kitaev) Let Q be a two party coin flipping protocol. Let
Ds.1(P1,+) be the probability that a dishonest Alice(Bob) can force the outcome
of the other party, supposed honest, to be 1. Then we have

Dx,1P1,% = P1 (6.16)

where py is the probability of outcome 11 with both of the players being honest.

Proof.  We study the problem from an honest Alice’s point of view. That is, we want
optimizing Bob’s strategy in such a way to maximize the probability of outcome 1 when
Alice performs her measurement. This can be expresse by a semidefinite porgramming.
Let introduce the following notation

® pa is the initial state on ARM. Alice is supposed to prepare in her local laboratory
the state |0)o while Bob is free to determine the initial state in the message space,
that is tran (pa,0) = |0){0]x.

e pa,; is the state of the protocol on A ® 9 at Alice’s round i. pa,; is produced by
Bob by applying a unitary operation on 9 ® B when the state in A ® 9 is given
by P

d P/A,i =Ua,i+1p4,UA i1

The SPD we obtain is the following

maximize tr((114,1 @ Iom)pa,n) (6.17)

subject to
trom(pao) = [0)(0]x (6.18)
trm(pa;) = trm(Uajpa;Us;)  j=1,.,N (6.19)

the constraints given by eqns (6.19) assure that Bob cannot modify the portion of the
sistem which is in Alice’s laboratory. This is our primal problem, we now introduce its
dual which is as follows:

minimize (0]Z 4,0]0) (6.20)

subject to
Zai @l > Uz’iJrl(ZA,i_;_l ® Ion )U4,i41 i=0,..,.N—1 (6.21)
Zan = Ilaa (6.22)

Where {Z4,;} are Hermitian operator on 2.

Let be {Za,;} be the optimal solution of th problem; the procedure works mutatis
mutandis for a cheating Alice (and honest Bob) so let {Z5,;} be the optimal solution for
this second case. At round j of the the protocol, when both of the parties are honest is

[;) = (Ia @ Up,j)(Ua,; ®I) -+ (I @ Up,1)(Ua,1 @ Ls).

We define now

Fy = (¥j|Za; ®lm ® Zp,;1¢;5)
Just assuming a honest Bob assures us that the strong duality theorem holds for the
problem in eqns (6.17), (6.18) and (6.19) and so the optimal values of the primal and the
dual coincide; so we have

Pe,1 = (0laZa,0|0)n p1,+ = (0|8 ZB,0/0)»

Lthe situation is symmetrical for outcome 0; we are not dealing with weak coin flipping.
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and so

Px,1P1,« = (OlaZa,0[0)2 - (OonIon|0)on - (Ol Z5,0|0)ms = (0]Z4a,0 ® Imm ® ZB,0|0) = Fo

From the constraints (6.21) follows
Fj > Fjq.
The equality (6.22) implies
(9| Zan ®Im ® Zp,N|p) =

= (¢|a1 @Iy @ Up1|p) =
= |[(Ma1 @Iy ®Isp) (T @ Tow ® s 1)|0)]°.

Evaluating (6.24) at the final state [¢)n) we have (using (6.15))

Fyn = (Wn|lla: @Iy @ Upalyn) =
(a1 ® Ion @ I ) (I @ [on @ I,1) 9on)||?
[Ta1 ® I @ I [0 ) || = p1

From (6.23) and (6.25) follows the thesis

PP = Fo > Fn =p1
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Chapter 7
Coin flipping as a game

In this chapter we introduce a two party game which admits a unique Nash
equilibrium. The most interesting feature is that this equilibrium, in the
limit of some parameters going to 0 or oo, reproduces the situation of a fair
coin tossing. We stress that using a game theoretical setting we deal with
two parties (Alice and Bob) which are both interested in maximizing their
utilities: this one seems a more realistic situation compared with the usual
one of cheat sensitive coin tossing; indeed, in the last case we have a fixed
protocol and we suppose that at least one party behaves honestly according
to it. This framework forced us to the unpleasant adding of a reliable third
party (the “police”); however, we will find out that the equilibrium of the
game converges to a fair coin tossing which makes no use of this third party.
Another result we are in order to show is that this situation has no classical
analogous; that is, there exists no classical game (i.e. which makes no use of
quantum mechanics) having an equilibrium converging to a fair coin tossing
not grounded on the use of a third relied party. We now begin with the
description of the game.

7.1 Coin tossing game

The game is made up of two round: the first one is Alice’s turn , the second
one Bob’s turn.

e At her turn Alice can either

1. prepare a state p € C? ® C? supposed to be the honest state
%H}) = %(|0)A|O>B +]1)4]1)5) € C* ® C? an send the B-part
of the singlet to Bob

2. or ask for being honest and certified which means sending a clas-
sical message to a reliable third party, (which we refer to as “the
police”), that prepares a state [c) = %(IO)A\(DB + 1) 4|1)B)
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(which we refer to as the certified state), and sends one part to
Bob keeping the other for itself.

Saying that the police is a reliable third party means that it exactly
does what is expected to do. There is nothing like a payoff function of
the police which is not a player and so it has no strategic choices.

e Bob receives a quantum state in C? (but it does not know if it was
produced by Alice or by the police) and he is expected either to call
for a check, in this case

— Bob and Alice (if she has one) send their states to the police

— the police, by a measurement process, controls if the composite
state is effectively the honest state (by measuring the POVM
{31D))((I],I = 3|I)){(I|})and the game ends.

or to perform a measurement process with this POVM {]0)(0[, |1)(1|},
and to publicly show the outcome. In this case, if it was the police
which prepared the state, the police sends to Alice the remaining part
of the state.

e If Bob decided to show the outcome of his measurement, Alice performs
the same POVM of Bob on her part of system checking that the two
outcomes are the same.

Now we have to specify for each outcome of the game the payoffs of Alice
and Bob.

e Bob calls the police for a check and it was Alice who prepared the
state:

— if the check is passed (the outcome of the measurement is %H))
) Bob loses —cp and Alice gains 0

— if the check is not passed Bob loses —cp and Alice loses —v

e Bob calls the police for a check and it was the police who prepared the
state:

— if the check is passed Bob loses —cp — w and Alice loses —c4

— if the check is not passed Bob loses —w — c¢p and Alice loses —ca

e Bob shows the outcome of the measurement {|0)(0],|1)(1|} and it was
Alice who prepared the state:

— if the outcome is 0 Bob loses —1 and Alice wins 1

— if the outcome is 1 Bob wins 1 and Alice loses —1
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e Bob shows the outcome of the measurement {|0)(0],|1)(1|} and it was
the police who prepared the state:

— if the outcome is 0 Bob loses —1 and Alice wins 1 — ¢4

— if the outcome is 1 Bob wins 1 and Alice loses —1 — ¢y

Remark 7.1.1 We did not take into account the possibility of the game end-
ing with Alice and Bob showing opposite result (when both Alice and Bob
claims they have won); indeed, we interpret this situation as Alice and Bob
not really interested in playing the game. If they both accept to enter the
game, they are surely supposed to do everything they can to maximize their
payoff but not to lie about the results of their measurements.

Remark 7.1.2 The payoffs (1,—1) Alice and Bob receive when the game
does not end with a check by the police are the subjective values that the
players give to winning or losing the game. The amounts (ca,cp,v,w) can
be interpreted as “penalties” forced by the police itself; we can imagine that

o c4 is how much Alice has to pay to have her honest behaviour “certified”;
e cp is how much Bob has to pay for checking Alice’s honesty,

e v is the penalty Alice must pay if she is supposed to have prepared a
bias state;

o w is the penalty Bob must pay if the police cathes a bias state but it is
sure that Alice behaved honestly (because she asked for a certification).

7.2 Analysis of the game

Now we analize in detail the stretegic options available to Alice and Bob and
we then we will proceed with the calculation of the Nash equilibrium.

Alice’s space of strategies

At the beginning of the game Alice has to decide either to be certified by
the police or to produce the state by herself; we refer to the probability of
Alice chosing to be certified as ¢;. If Alice decides to produduce the state
by herself, she has to choice which state to prepare, th honest state or a
different state in order to improve the probability of the outcome 0;

Now let us analize the case of an Alice not askink for the police’s help.
In this situation she can

e prepare whatever state she wants in C2 ® C? (and perhaps keep it
entangled with another state in her private memory);
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e perform whatever operation she wants on her side hefore sending her
part of state to the police, if Bob asks for a check.

In order to reduce this huge amount of possibilities, we have to find out
which of them are the best one for Alice maximizing her payoff. So let now
examine Alice’s payoff function when she decide not to ask a certification by
the police.

P4 = p1(Prlpassing] - 0+ Prinot passing] - (—v)) +
+(1—p) (Prlb=0]-1+ Prlb=1]-0) (7.1)

Where p; is the probability of Bob asking for a check and 1 — p; is the
probability of Bob measuring his portion of state. The probability of passing
the check and the probability of outcome 0 on Bob’s side are given by:

Prlb = 0] = Teg[Tralp] - 0)(0] (7.2)

Pripasing] = Tr (T3 1) () 5 1)1 (7.3)

Where: p € C?> ® C? is the state prepared by Alice at the beginning of the
game and (T} ® Ig) represent the channel Alice can do on her side before
sending her state to the police in the event of Bob having asked for a check.
Then the Alice’s expected payoff is:

Pa = w0 (1= T 9 18) ()] I +
(0~ p)(Tep[Teald] - 0)(0]] — (1~ Tep{Trale] - [0)(0])) (7.4)

We have to maximize the (7.4) over all the possible p and over all the possible
T%. Because of the expression (7.4) is linear in p and the set of states (or
density operator) is a convex set, the optimal value for p must be a pure state;
we can now suppose that p = |¢)){((¥)|. So the expression (7.4) becomes:

Pa = o (1= FUAT ST WD) ) +
(1= 1) 2+ OTea O 110) — 1 (75)

Neglecting for a while the constant terms, we have to maximize something
like this:

fo=a-({(I(TaaIs)([¥) QD)) + - O Trall$)) ([1]0)
= a- (/] (Z((Mn®HB)I¢>><<¢(MZ ®1IB))> 1)) +

n

+6 - (0] Tra[[9)) (([1]0) (7.6)
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In the second equality we made use of Krauss representation of channels.
We can now simplify the (7.6) which becomes

F=ad [(M|))]* + B0l 9) "|0) = a > ITe[M;]]* + 5(0]¢*40)

(7.7)
The following bound holds:

ST M) = Y T M V]2 =

2 2
= <

= 3| Tela VI )
<>

= To[|y[| Te[V]e|V* M M, =

VgV (Z(M;:Mwﬂ =

n

= Tr[[[] T [[9[] = (Tx[|v)? (7.8)

S| TelllE Vi)

2

VIR T3V MM,V [p)3]

= Tr[[y[]Tr

In the previous calculation we used the polar decomposition ¥ = V||, where
|| = V/1*1b The bound is reached when:

Y= ¢ (7.9)
T% =14 (7.10)

It means that the best strategy for Alice is preparing a state

[4)) = V20[0)]0) + /1 = Xo[1)[1) (7.11)

where A is a real number Ao € [3,1] and doing nothing if Bob calls for a
check. We notice that even in the case of a dishonest Alice the state that
the two players share is a perfect correlated one. This make sense and fits
into our assumption that Alice’s and Bob’s outcomes must be equal. So,
thanks to the (7.11), Alice’s payoff (when she decides not to call the police)

becomes:
Pa :(1—p1)(2)\0—1)—p1v(1—%(\/)\>0+ V1= 2X))? =
= (1 —pl)(2)\0 — 1) — p1v (1 — % (1 +2\/)\0 — )\%)) =
=(1—p1)(220 — 1) —p1v (;_\/AO—A(Q) (7.12)
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As one can expect if A\g = % Alice is not penalized and his expected payoff
becomes 0.

As an early approach to the game, we suppose that Alice, when she
decides to prepare the state by herself, is only able to produce either the
honest state %\I» or the “completely dishonest” one [0)|0). In this easier
context we have

Pa = (L=p1)(@2-0+(1—qo)-1)+
+p1(g2 -0+ (1 — q2) <; -0+ % . (—v)) (7.13)

where g2 represents the probability of Alice producing the fair state. The real
advantage in using (7.13) is that this expression is linear in the parameter
q while the full expression (7.12) is not linear in Ag. This simplification
which limits the real strategic choices of Alice seems not to be relevant as
regards the crucial features of the game (it is reasonable to suppose that the
properties of the equilibrium are the same).

Now we turn our attention to the strategic options available to Bob.

Bob’s space of strategies

After Alice performed his choice, Bob receives a state o € C2, where o =
Tra[lv))((¥|]. He can do whatever operation he wants on this state but he is
eventually expected to decide if either showing the outcome of the measure-
ment {]|0)(0[, |1)(1]}, (in the following when we write “the measurement” we
mean this measurement) or asking for a check by the police. Now we have
to do the following considerations:

e Let assume that Bob wants to show if the outcome is 1 or 0. As we
exposed at the beginning, Alice’s and Bob’s outcome of measurements
must be equal. That means Bob cannot do on his state operations
which bias the correlation of the overall state; So, the only operation
available to Bob before showing the result are either the identity (triv-
ial) or the measurement itself.

e Let assume that Bob wants to ask for a check by the police. In this case
Bob has no interest in Alice being caught cheating; indeed he always
pays —cp unless a “certified state” prepare by the police is found biased:
in this case Bob pays —w (obviously w > ¢p).

in the light of this, let analyse Bob’s strategic options:

1. Asking for a check by the police: in this case Bob as no interest in
performing any operations (he prefers that Alice is found honest).

2. Performing the measurement: in this case Bob has now two final op-
tions
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e Showing the result publicly

e Agking the police for a check: obviously he will make this choice
only if the outcome of the measurement is 0. In this case Bob
has a way out for not declaring he has lost; owever this way out
is not completely safe: if Alice let the police to prepare the state
and the state is found biased, Bob has to pay —w.

Now we are ready to write down Bob’s general payoff function

¢ = p1-(—cp)+ (1 =p)(Prb=1]-(1) + Pr[b= 0]
(p2 - (Pr[A not certified] - (—cp) + Pr[A certified]
-(Pr|passing] - (—cp) + Pr[not passing] - (—cp — w))) +
+(1=p2) - (=1)) (7.14)

Where:

e p; is the probability of Bob asking for a check without doing anything
on his state

e (1 —pj) is the probability of Bob performing the measurement on his
state

e po is the probability of Bob asking for a check once he knows that the
outcome of the measurement is 0*

e (1—po) is the probability of Bob showing the result of the measurement
once he knows that the outcome is 0: (1 —p3) is the probability of Bob
“accepting his lost”.

The Nash equilibrium

We examined the space of strategies of Alice and Bob. Now we have only to
write down the payoff functions and compute the Nash equilibrium. Alice’s
payoff function is given by:

pa = qupr-(=ca) + (1 —p)(Prlb=1)(=1 = ca) + Pr[b= 0]
(2 (=ca) + (1 —p2)- (1 —ca)))) +

+(1 — q1)(p1(Pr|check passed] - (0) + Pr[check not passed] - (—v)) +
[

+(1 =p)(Prib=1]- (=1) + Pr

b = 0](p2(Pr[check passed] - (0) +
+ Pr(check not passed] - (—v)) + ( (

1—=p2)-(1)))) 715

Lps is a conditional probability.
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While Bob’s payoff function is:

e = p1-(—cg)+ A —=p1)(Prb=1]-(1)+ Pr[b = 0]
(P2((1 = q1) - (=) + @1
(Prcheck passed] - (—cp) 4+ Pr[check not passed] - (—w — ¢p))) +

+(1 —p2) - (1)) (7.16)

Now we assume that Alice, when she decides to behave dishonestly, can only
prepare the state |0)|0). In this case we have

e if Alice his honest Prjb =0] = Prjb=1] = 5
e if Alice is dishonest Prjb=0] =1, Pr[b=1]=0.

e Pricheck passed] = 1 if Alice is honest and Bob does not measure his
part of state before sending it to the police.

e Pr[check passed| = % if Alice is dishonest or Bob decided to perform
the measurement befor asking for a check.

With this constraint the (7.15) becomes

YA = @ (Pl (—ca)+ (1 =p1) (;(—1 —ca) +%
(P2 (—ca) + (1 —p2) - (1 —ca)))) +
+(1—q1) <p1 <1—EQ2 -(0) + l-o -(—v)) I

q;-(—1)+2_q2< (1-(0)+

(
#3(0) + A=) 0))

(7.17)

and the (7.16) become

)
o = mcar(fog 0 -wig) 0 1= (o -0-0)
<p2 ((1q1) (— Cb)+g1<; (— cB)+2 (ch)>)+

+(1 =p2) - (-1))) (7.18)

Now we have two payoff functions ¢4 g(p1, p2, q1,¢2) (with p;, ¢; € [0, 1])
which depend linearly from their variables. Finding a Nash equilibrium for
this game means finding a (p1, P2, q1, ¢2) such that

0a(P1,P2,01,02) Va1, ¢ (7.19)
@B(p17p27q717 (TQ) vphp? (720)

©a(p1,P2,q1,G2)
¢5(P1,D2, 41, 32)

A\VARAVS

Let begin our analysis looking at the pure strategies.
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e Alice decides to be certified with probability g1 = 1; Then Bob, with
the aim of maximizing his payoff, never asks for a check. But if Bob
makes this choice Alice’s best response strategy is to always prepare a
dishonest state. In this situation we have no equilibrium.

e Alice decides to always prepare the state by herself. In this case Bob’s
best strategy is to always measure his system and if the result is 1
asking for a check (p; = 0,p2 = 1). With this strategy of Bob, Alice’s
payoff becomes:

YA = @ G - CA> +(1—q) (—q; ;2 _QQQ (—vé)) (7.21)

Clearly c4 < 1 and v > 1; because our interest concern the high
penality limit, let suppose v > 2. So

G2  2—q 1 2—qo 1 v 1 1
—_ = — gy — — ) — R _7< —_ —
<2+ 2 <U2>>< 2 (”2 STyl

and Alice best response will be setting g1 = 1, that is asking to be
certified (exactly the opposite of our starting assumption). Then, the
situation we analysed is not an equilibrium.

This discussion shows that there is no equilibrium in pure strategy. Mathe-
matically speaking, we knows that the equilibrium of the game is not at the
boundary values of p; or ¢;. Nash theorem assures the existence of at least
one equilibrium, so it will be found at not extremal values of the p;,q;. So
the equilibrium belongs to the internal point of the dominion of v 4 p), and
here these payoff functions are differentiable. Then, the conditions (7.19)
and (7.20) are fulfilled if

0p A . Jpa _
a0 (2)=0 —8% (2)=0 (7.22)
dyp . dpp _
o (2) =0 s (2) =0 (7.23)

z = (p1,P2: @1, 42)
The calculation gives

0y 1
8%12 = 1 (4 + 2p1p2 — 4p1 + vp1p2 — 20p1 — 2p2 — VP2) @1 +

1
1 (44 2p1p2 — 4p1 + vpip2 — 2up1 — 2p2 —vp2)  (7.24)

The 7.24 is equal to 0 if either z = 0 or the expression in parenthesis is equal
to 0. However, we said that the equilibrium is not in the boundary so the
only possible condition is

4 4 2p1pa — 4p1 + vp1p2 — 2up1 — 2p2 —vpa =0 (7.25)
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The other derivative is as follows:

Opa

90 (4 + 2p1p2 — 4p1 + vp1p2 — 20p1 — 2p2 — VP2) G2 +

2(2+ 2ca — 2p1 — p2 + p1p2 — P1v — P2v + pipov)  (7.26)

The first term in parentesis is equal to 0 by (7.25) so, if we wants the
expression to be null it must be:

2+ 2ca —2p1 — p2 + p1p2 — p1v — pav + p1p2v = 0 (7.27)
Solving the system ((7.25),(7.27)) for the variables p; and ps we have

(2 —2ca)v —4ca
20 + v?

P =
(7.28)

_ 8ca+t4cav

 dea + 2c4v + 02

b2

Now we have to perform the same calculation for pp. The derivatives are as
follows:

0 1
% = (1= D(-2+2cg+wq)2—q+qg—q@) (7.29)
P2 4
0
% = (=242 +wq)(2—q + qa2 — @)p2
1

—4(-14+c+q+9—qqp) (7.30)

We discard the possibility p1 = 1 because we know the equilibrium is not a
boundary point. In spite of this it seems we still have two possible system
that could bring us to two different equilibria:

2—q1+qq2—q=0

(7.31)
~l+ep+q+q@—qp=0
and
—2+4+2cp+wq =0
(7.32)
—lt+eptate—qgp=0
However, the first system leads to the equation cp = —1 which disagrees
with our assumption 0 < ¢, < 1. Solving the second system we find:
2—2cp
Q=
w
(7.33)
—2+2cg+ (1 —cp)w
Q2 =

—24+2cg+w
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So the unique Nash equilibrium of the game is

4! P2 q1 q2
(7.34)
(2—2c4)v—4cp 8ca+4cav 2—2cp —242cp+(1—cp)w
2u+v2 4epa+2cav+02 w —2+2cg+w
As we said at the beginning of the chapter if
v, W — 400 ca,cg — 0 (7.35)

the equilibrium goes to the fair solution

P1 P2 @1 Q2
< 0 0 0 1 > (7.36)
in which Alice prepares by herself a fair singlet and Bob never asks for a

check. We conclude the analysis of the game showing the expected payoff
for the players:

oA = —cp-— (7.37)
¢YB = —CB. (7.38)

In the limit (7.35) both of the functions are equal to 0, as one expects for
the fair situation.

7.3 The classical case

In this section we analyse the possibility of implementing fair coin tossing as
an equilibrium of a classical game (where no exchange of quantum informa-
tion is possible). Let first consider the following:

Definition 7.3.1 Let I" be a two-player extensive form game with the fol-
lowing properties

e we have only two players, Alice and Bob;

o the two players are expected only to exchange classical message never
simoultaneously

e at the end of the game, a publicly known function f produces the final
outcome (0 or 1), depending on the strings of bit that Alice and Bob
have produced during the protocol.

e if the final outcome is 0 Alice wins 1 and Bob loses —1, viceversa for
outcome 1
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It is easy to show that for such a game there exists no Nash equilibrium
which correspond to a fair coin tossing.

Theorem 7.3.1 Let I' be a game with the properties of Def. (7.3.1). Then
there exists no equilibrium which corresponds to a random final outcome.

Proof. A gameT as outlined by Def. (7.3.1) is an example of perfect information game;
indeed Alice and Bob produce their bit string one after the other, so there is no hidden
information. Then we can apply Th. (5.2.5) and state that I" as at least one equilibrium in
pure strategies. However I is a two person zero sum game too. Thanks to Th. (5.1.2) we
know that all possible Nash equilibria of I' are payoff equivalent; So all the equilibria must
be payoff equivalent to the one in pure strategy which produces payoffs 1 and —1 because
there are no chance node. However, a generic random outcome will produce outcomes a
and —a with a < 1. So all possible equibria of I' cannot be random because must have 1

and —1 as final payoff. O

Now we try to sketch an analysis of a more general case, in which we
consider the possibility of involving a third party. Let consider a generic
extensive form game I'. We make the following request

e cach player at his decision nodes can:

— produce one of the possible string of bits expected by the game
(s%4(B)) and show it publicly;

— ask to a relied third party (the “police”) to produce this string
instead of doing it by himself;

— ask to a relied third party to randomly produce the final outcome
of the protocol 0 or 1; in this case the game ends.

e Turns of the players are not simultaneous. It means that a player,
before making his choice, knows which string of bits has been produced
by the other party (or by the police: he just does not knows who
prepared the string )

e The game has no chance node in except for the ones in which the police
is requested to produce the final outcome.

e The final outcome of the protocol (when it was not determined by the
police) is produced by a publicly known function f and depends on the
bit strings produced during the game: f : (s, sk, ..., s%, s%) — {0,1}

e Outcome 0 corresponds to final payoffs 1 for Alice (or Bob) —1 for Bob
(or Alice); outcome 1 gives the opposite situation.

Let begin our analysis without considering the possibility of having a
“police”. Because the players’ moves are never simultaneous this is a perfect
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nformation game. It is also a two person zero sum game and so we have only
one Nash equilibrium in pure strategies. Thia means that for all strategies of
Bob (or Alice) there exists a strategy of Alice (or Bob) which guarantees her
(him) to win the game. Let now add this game the possibility of players who
can ask the police to produce their bits strings. However this simply means
that the player whose the decision node is, decides to randomize his choice.
Obviously the player who has a winning strategy for the game has no interest
in randomizing a choice; on the other hand, the other player is known to lose
whatever strategy he follows: if he makes a random choice it does not affects
the outcome of the protocol. Now we consider the last possibility, asking the
police to produce the final outcome. Again, the winning player will never
take this way; the other one instead, will always choose this alternativewhich
is more convenient than losing the game for sure (expected payoff 0 instead
of —1). The equilibrium of this kind of game is the one in which the police
always decides the outcome.

In this section we have given only some intuitive reasons which lead us to
argue that there is no possibility of having a classical game which implements
a fair coin at the equilibrium. The seems to lie on the possibility, in the
quantum case, of checking the honesty of the two players.
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Conclusion

In this work we started analysing in a canonical way two quantum crypto-
graphic protocols. Then we dealt with quantum coin tossing from a game
theoretical point of view. We illustrate in the last chapter of the work, the
main features of this approach; as regards practical applications, we can
imagine two player that want to play a gamble on the internet.

We proved that at the equilibrium the game is fair, and the third party
(say the manager of the on-line casino) is involved an arbitrarily small num-
ber of times. We performed the calculation of the equilibrium in a simplified
version of the game, that is without considering the whole Alice’s space of
strategies. However, intuition suggests that the result must hold even in the
general case; this will be explicity proved in a future paper. Another interst-
ing consideration regards the classical case of a coin tossing game. We gave
a sketchly proof of the impossibility of implementing a classical analogue
of the quantum coin tossing game; this result points out how quantum me-
chanics can bring some innovation when applied to game theory. However,
the impossibility proof for a classical coin tossing game is not as rigourous
as it should be; a more formal result, together with the general case of the
quantum game, will be the objective of a future paper.

Results obtained with coin tossing suggest to apply the game theoretical
formalism to other situations. For example we can imagine to study bit com-
mitment from this perspective; Alice wants to commit a forecast of certain
event to Bob in such away that Bob cannot read it until the openenig phase
(which will be after the event above-mentioned event takes place). Alice is
interested in proving that her forecast was right, while Bob is interested in
knowing the forecast before the event takes place and he want to be sure
that Alice cannot change the committed information. We now add a reli-
able third party which allows the players to implement a secure commitment
and which can check in some way players’ behaviour, enforcing penalities if
it is necessary. Then the questions are whether this game is feasible and,
if yes, whether the equilibrium leads the players to implement secure bit
commitment without relying on a third party.

This one and many other applications can be found by linking together
game theory and quantum mechanics.
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